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Abstract: this document discusses operational aspects of providing local services in an isolated E-UTRAN. Specifically it looks at operational aspects of subscription data in the isolated E-UTRAN.
Use cases for isolated E-UTRAN

In a Dutch context we see the following use cases for isolated E-UTRANs. We introduce these use cases because they have somewhat different operational constraints when it comes to providing local services (group calls and individual calls).
Operator provided eNB that becomes isolated

Mobile network operators will employ a large number of eNBs. There is also a wide range of eNBs, from large macro-cells to small cell infrastructures (or even femto-cells). The large number of eNBs provides some operational constraints. Especially for the smaller eNBs there are operational constraints. This limits what operators can do when to provide public safety services when operator owned eNBs become isolated.
Public safety dedicated eNB that becomes isolated

It is conceivable that there will also be eNBs that are dedicated to provide coverage for public safety users (e.g. using public safety dedicated spectrum). As these eNBs are dedicated to public safety, there is little constraints to what they can do to provide public safety services when they become isolated.
Emergency capacity fill in with NeNB on first responder vehicles

It is envisaged that there may be nomadic eNBs that can be deployed when there is a local capacity problem to provide public safety services. E.g. this may happen at a large incident (plane crash), where a lot of first responders need to coordinate. A NeNB may provide additional capacity on the scene for local group calls or individual calls. As the highest peak in capacity requirements is immediately after the first responders arrive on the scene, NeNBs would be implemented on normal first responder vehicles (e.g. normal fire engines)  rather than on dedicated vehicles. There will be a lot of NeNBs and they need to be operational fast. It is likely that these NeNBs can make use of a limited backhaul (e.g. using the limited capacity that is provided by the cellular infrastructure).
Coverage fill in with NeNB in areas that have no (or no more) coverage

In cases where there is no coverage or where coverage has disappeared (e.g. in a natural disaster), NeNBs can be deployed to provide coverage. A NeNB may provide additional capacity on the scene for local group calls or individual calls. Organizing backhaul capacity is more difficult. Satellite links or microwave links may be used, but these take time to set up. Note that these NeNBs may be moving themselves.
Requirements to provide services in an isolated E-UTRAN
In order to provide local routing and ProSe group calls, an isolated E-UTRAN would likely need similar functionality as a public safety UE that supports ProSe group calls. This implies that the isolated E-UTRAN will have to have the same public safety common credentials as public safety EUs. In order for a eNB to be able to provide local routing for ProSe group calls when it becomes isolated, these credentials need to be permanently provisioned in the eNB.

Providing these credentials to eNBs is not an issue for NeNBs or public safety dedicated eNBs. However, it may be an issue for smaller operator provided eNBs; e.g. indoor pico cells. There is a risk that small cells (or the credentials in them) are stolen. This would compromise public safety ProSe communications. Also there is a practical issue of how to securely provision these credentials in large numbers of small cells. For larger, operator provided eNBs there is less of an issue to provide these credentials since the eNBs and the interfaces to them are more secure. It is not expected that the credentials for Public Safety ProSe communications change very often.
It will be difficult to support local routing and ProSe group communication on small operator provided eNBs (e.g. picocells).
In order to provide local services in an isolated E-UTRAN, the following is needed;
 - core network functionality (e.g. EPC, group call AS)

 - subscription data (e.g. user/subscription identifiers, subscription profile settings, subscription credentials)
Providing core network functionality can nowadays be done on a very small form factor. There is no physical constraint to provide core network functionality on even the smallest eNBs (provided the number of connected users remains limited). However, there is likely to be a cost issue related to providing core network functionality. This implies that local core network functionality may not be provided on small eNBs.
It will be difficult to support core network functionality on small operator provided eNBs (e.g. picocells).
There are different ways to provide subscription data in an isolated E-UTRAN. 

· In case limited backhaul is still possible (e.g. with NeNBs that are used for capacity fill in), the subscription data can still remain in the core network. But backhaul is not feasible in all use cases.

· In case there is no backhaul possible, there are two ways to provide subscription data;

· Synchronise central subscription data with a local subscription data storage at the eNB. This is a feasible option for public safety dedicated eNBs. But for operator provided eNBs it is not preferred. It would imply that the operator has to do management updates of eNBs whenever there are changes to the subscription data. Maintaining subscriber data in eNBs would be a departure from common practice. For smaller eNBs and NeNBs, there is the risk that subscriber data falls in the wrong hands. Furthermore, there are operational challenges in keeping subscription data up to date in NeNBs (e.g. need to keep disaster response vehicles connected to the operator network with their NeNB functionality up and running, even when these vehicles are rarely used).
· Build local list of served users and user groups (i.e. user and group identifiers) on the basis of Public Safety UEs re-connecting to the eNB after the eNB becomes disconnected. It may not be possible to provide the same level of security this way (e.g. no subscription credentials to individually authenticate users), but security based on public safety common credentials may be sufficient. Subscription profile settings (e.g. different priority settings) may also be provided by the UEs, or optionally may be set to a default for all UEs. Building a local list would be an attractive option for operator provided eNBs (apart from the smallest ones) and NeNBs that are used to provide coverage (e.g. in case of disasters) as there is very little management impact when the eNBs are not working in isolated mode. 

It is an attractive option to enable an isolated E-UTRAN to build a local list of served users (e.g. identifiers of users and groups) from information provided by the UEs after the eNB has become isolated.
Conclusion

3GPP does not specify operational aspects. But from the operational aspects in this discussion paper, we can derive some impact on the requirements for isolated E-UTRANs.

We see support for isolated E-UTRANs as a very useful feature, there is especially increasing interest in nomadic eNBs.

It may not be feasible to support isolated E-UTRAN on all eNBs. Support for isolated E-UTRAN needs to be an optional feature. This applies for both support of local routing and ProSe group calls as well as for the support of group and individual calls. The requirements defined for isolated E-UTRANs shall be specified to apply for eNBs that are equipped to operate in isolate E-UTRAN mode, rather than to apply for all eNBs.

We propose the following additional requirements for eNBs that are equipped to operate in isolated E-UTRAN mode.
-
A mechanism shall be supported where a list of served users and groups (user and group identifiers) can be compiled from information collected from the served public safety UEs after the eNB has become isolated. 
-
Security of credentials normally stored in the core network shall not be compromised by solutions for isolated E-UTRANs.
