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Introduction
Spoofing or malicious modification of caller information to hide the real caller identity provided by such capabilities as Calling Line Identification and Caller Name (Caller ID) is growing into a significant problem in many countries. The complaints to authorities and PLMN operators regarding these spoofed calls range from nuisance calls, violations of various phone solicitation rules (such as the US Federal Trade Commission’s Telemarketing Sales Rules) to being used as a platform for significant fraud, identity theft and social engineering. Various malicious uses of caller information spoofing include these categories: swatting, vishing, and TDOS.

There are several SDOs dealing with creating the ability to caller information spoofing within call setup signalling including IETF’s Stir working group, 3GPP’s SA3 and ATIS’s PTSC CSEC. However their focus is to define automated mechansisms to identify whether the caller information is authentic and the caller is authorized to use the presented caller information. What the user  and network is able to control when spoofed calls are identified or mis-identified is not addressed in these activities.
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