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Abstract: Proposals for security requirements to be included in the MCPTT Stage 1 TS
It is proposed that the following requirements are included in the security sub-clause 4.10 of the draft TS 22.179. 

The requirements included in this document are based on the US Dept of Commerce requirements that were circulated on the SA1 reflector on the 9th April 2014. Due to time constraints we felt it best to produce this contribution, so that the requirements can be considered alongside the US DoC requirements. With this contribution we have tried to make the US DoC requirements clearer by rephrasing them, merging them and supplementing them as required. 

It is suggested that before/ during the meeting the few requirements that do not appear to be fully covered can be discussed, then this contribution can be revised, so that it represents a consolidated view of Public Safety requirements.
There is no ordering associated with these requirements.  The numbers are present for ease of discussion and commenting.  These numbers will be removed when added to the TS.  Later all requirements in the TS will be numbered according to the chair’s updated procedures (S1-140116) used on ProSe TR 22.803.

********************* first change ****************************

4.10 Security

1) The PTT service shall provide end-to-end security for all user traffic transmitted between PTT UEs. This shall include confidentiality protection as a minimum. End-to-end security shall be supported both with and without network coverage and regardless of whether the traffic is transmitted directly, via relays or via network infrastructure.

2) The PTT service shall provide security for all traffic transmitted between PTT service infrastructure and a PTT UE. This shall include confidentiality protection as a minimum.

3) Metadata associated with PTT UEs, including user identities, shall be protected over the radio interface. This shall include confidentiality protection as a minimum.

4) Where possible, metadata associated to PTT UEs shall also be protected within the EPS.

5) The PTT service shall provide a key management service(s) providing both user-specific and group key material to PTT UEs. This shall support both pre-provisioning and over-the-air provisioning of key material. The key management service(s) shall ensure that keys are confidentiality protected, integrity protected and authenticated when delivered over-the-air.
6) The PTT service shall provide a group key management service which supports the dynamic creation and management of groups, both inside and outside of network coverage. This shall include adding group members and re-keying the group.

7) Mutual authentication between the PTT UE and the network shall occur before access to PTT service infrastructure is granted. 

8) The PTT service shall allow user identity(s), currently associated to a PTT UE, to be authenticated to the PTT service. The PTT service features available to the PTT UE shall be determined by the authenticated user identity(s). The PTT service shall support the availability of some PTT features prior to the authentication of user identities.

9) The PTT service shall support suspending or disabling access from a PTT UE or a PTT user identity to the PTT service.

10) The compromise of a PTT UE shall not impact the security of other PTT UEs (other than via the compromise of the PTT UE’s group keys). A compromised PTT UE shall not be able to impersonate another PTT UE or user identity.

11) The PTT service shall employ open cryptographic standards.

12) The PTT service shall support lawful intercept requirements.
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