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Foreword

This Technical Report has been produced by the 3rd Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:

Version x.y.z

where:

x
the first digit:

1
presented to TSG for information;

2
presented to TSG for approval;

3
or greater indicates TSG approved document under change control.

y
the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.

z
the third digit is incremented when editorial only changes have been incorporated in the document.

Introduction
In the visionary future of Connected Life, it is foreseen that enhancements are needed to facilitate provisioning of all attributes necessary for providing the connectivity to the machine to machine UEs in the area of Health, Education, Automotive and Smart Cities. It is seen as important to provide an operator added value to connectivity services as well as ease of use for MTC subscribers. 
One particular aspect of the PS Domain connectivity in 3GPP system is that a correct APN is required to establish a PDN Connection. Solutions exist where a list of APNs for different MNOs is stored in the mobile equipment (ME), but this places a management overhead on either the ME supplier or current Home Operator to keep such list up-to-date in the ME. For a truly global MTC Module that would mean that it have to contain and maintain a list of over 1000 different APNs to satisfy all markets. Even to cover a local geographic region, such as Europe, several hundred different APNs would need to be preloaded and maintained.

For MTC service the ME (i.e. telematics module) is often a very generic module whereas the machine to machine application is usually very specific and can often require the use of a specific dedicated APN. In the case of APN provided by the UE in PDN Connection establishment then the MNO may be forced to perform device management to the ME or perform SIM-OTA provisioning to the UICC. 
The correct APN to be used depends on the MNO subscription identified by the IMSI and thereby the USIM. The correct APN may also depend on the particular application unless a multiservice APN is used. APN may also be used to identify a MTC UE for the purpose of MTC roaming SLAs. Emergency APN is needed for emergency services but such APN is provided by the network when a UE is requesting an Emergency PDN connection.
1
Scope

The scope of this study is:

· to provide details about the use cases where there is a need of control of APNs;

· to identify potential new requirements to fulfil the use cases;

· to identify potential solutions to fulfil the use cases;

The scope of the study is focussed on Machine-To-Machine UEs but can take into account a more generic set of UEs.

This study will identify what connectivity use-cases that are needed to be fulfilled, and study if multiple APN or a multi-purpose APN per subscription (IMSI) combined with other 3GPP specified features can support those connectivity use-cases. The study will also analyse the impacts in scenarios where the service provider decides to change the MNO.

2
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3
Definitions, symbols and abbreviations
3.1
Definitions

For the purposes of the present document, the terms and definitions given in TR 21.905 [1] and the following apply. 
A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [1].

example: text used to clarify abstract rules by applying them literally.

3.2
Abbreviations

For the purposes of the present document, the abbreviations given in TR 21.905 [1] and the following apply. 
An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [1].

<ACRONYM>
<Explanation>

4
Use cases
4.1 Automotive
4.1.1  Use Case Description

The mobile service provider needs to support an automotive service provider that uses different applications with distinct connectivity needs, QoS requirements and billing profiles. As the ME is a non-trusted equipment the MNO utilizes network based features to avoid application misusage of lower cost connectivity.
4.1.2  Pre-conditions

The automotive service provider uses 3 different applications:

-
A car diagnostic application that is regularly connected to an application server to send diagnostic data;
-
An anti-theft application that requires a data connection to an application server only when triggered by specific events with strict SLA, e.g. delivery of theft alert within x seconds;

-
A customer care service that uses both voice and data traffic that has a specific billing profile.

All the applications can be active at the same time.
The mobile service provider provides different levels of characteristics, e.g. Quality of service and charging, for each application type. 
4.1.3  Service Flows

Multi-purpose APN based Service Flow

In order to support the different characteristics of the different applications, the mobile service provider uses the bearer service attributes QCI and ARP. Flow based Charging (introduced in Release 6) or Policy Control and Charging (PCC) (introduced in Release 7) is used to provide the 3 applications with the right bearer service characteristics and priority as well as charging/billing in accordance with the SLA. 

Multiple APN based Service Flow 

In order to support the different characteristics of the different applications, the mobile service provider uses different APNs to distinguish the different applications:

-
An APN_CAR_DIAGNOSTIC APN is allocated for car diagnostic application to support frequent data connectivity;

-
A GOLD_APN is allocated for the anti-theft application to ensure the data connectivity fulfills the strict SLA;

-
An APN_CUSTOMER_CARE is allocated for customer care service to support a specific billing profile.
4.1.4  Post-conditions

Each application uses distinct and different characteristics for communication.

4.1.5  Potential technical solutions

Three potential technical solutions based on the network features, Device Management or the UICC have been respectively identified.

4.1.5.1
UICC based solution

A list of APNs (all the mandatory and optional fields that allow an APN to be identified unambiguously)  is stored in the UICC. This list contains some additional information to link one specific APN to one specific application. The UICC may also contain some information to restrict the access to the list of APNs to specific applications. Each application retrieves the corresponding APN from the list in the UICC, then informs the UE which APN to use to route the application data connection traffic. The list of APNs in the UICC can be updated OTA.

4.1.5.2
Device Management based solution

There is currently an existing mechanism to configure APNs for specific applications in the application profile configured on the device. Such a mechanism has been widely used for configuration of APNs for MMS, data (internet) traffic, email, etc. on feature phones as well as smart phones. OMA-CP and OMA-DM CONNMO protocols both support the ability to configure APNs per application profile. This current mechanism supports both the multi-purpose APN flow and the multiple APN flow described in clause 4.1.3.

While the capability to support APN configuration is not currently included in OMA Lightweight M2M (LWMM), the device management protocols specifically identified for constrained m2m devices, could also be enhanced to support APN configuration. 
4.1.5.3
Multi-purpose APN based solution

Solutions are provided based on existing features for Bearer Service QCI and ARP mechanism as well as Flow based Charging / Policy Control and Charging (PCC).
4.2 In-vehicle User Equipment
4.2.1  Use Case Description

A smart in-vehicle user equipment provider offering connected devices without knowing in advance the mobile service provider that will be used by the automotive service provider. 
4.2.2  Pre-conditions

The mobile service provider is not known by the automotive service provider.

4.2.3  Service Flows

The mobile service provider can be a Mobile Network Operator (MNO) or a Mobile Virtual Network Operator (MVNO). Data connectivity to be enabled is depending on which M(V)NO that is selected. The characteristics of the data connectivity is determined by subscriber profiles in HSS and PCC (or Flow based Charging) policies configured by the selected M(V)NO. Such subscriber information contain among other things default bearer characteristics and APN information.

One scenario for the automotive service provider is provided below:

1.
at the manufacturing stage, a UICC is inserted into the in-vehicle UE. This UICC does not have an active USIM;

2.
the M(V)NO  is selected;

3.
a USIM with the M(V)NO authentication credentials and profile is activated in the UICC;

4.
the data connectivity is enabled using the selected mobile service provider, Bearer Service characteristics are set to the default bearer as described in subscriber information.

4.2.4  Post-conditions

The data connectivity is enabled using the selected mobile service provider in accordance with the subscription.  

4.2.5  Potential technical solutions

4.2.5.1

UICC based solution
An APN (all the mandatory and optional fields that allow an APN to be identified unambiguously)  is stored in the UICC. The UE retrieves the APN from the UICC and use this APN for the data connection. 

4.2.5.2

Device Management based solution 
This is a common scenario of device profile customization when a device is paired with a UICC. Once the device (IMEI) and UICC (IMSI) combination is detected, the device is automatically configured with application profiles (including APN information) specific to the operator. The behavior of automatic device detection (ADD) is specified by 3GPP. In practice there are several mechanisms possible to perform such device detection, e.g., HLR ADD notification [2], SS7 IMEI_CHECK and other similar SS7 message from MSC, or via an UICC applet initiated trigger.

4.3 Provision of an International M2M Service for a Business Customer

4.3.1  Use Case Description

A business customer needs a M2M type service that requires mobile devices to be deployed in multiple countries. The Mobile Network Operator (MNO) that will provide the M2M service does not have any operations in most of the countries involved.
4.3.2  Pre-conditions

The Mobile Network Operator (MNO) has procured (U)SIMs that all contain the same settings (the Operator’s USIM profile) for use by all the devices on its network. 

· Some of these (U)SIMs will be plug-in types and some will be embedded-types that will be permanently fixed in devices (used for M2M applications).  

· The (U) SIM profile will also typically contain specific parameters e.g. details of the serving SMSC gateway to be used by the device.

A business customer of the MNO requires a M2M service and has procured devices that have specific settings for the MNO programmed into them by the device manufacturer. These settings include APN(s), SMS short-codes and voice short-codes.

For the M2M service, some of these devices will be deployed in countries where the MNO that supplies the M2M service does not have a network. It is not known at the time of procurement of the devices where they will be deployed. 

Many of the MNOs in these foreign countries do not allow permanent roaming (because of regulatory or commercial reasons).
4.3.3  Service Flows

The MNO updates some of the M2M devices that are deployed in a foreign PLMN by “over the air” programming in order to avoid permanent roaming. 

· The (U)SIM is updated to use a new profile (subscription-swap). The devices now work using the foreign PLMN’s (U)SIM profile.  
· The network specific settings are changed to ensure that the devices work properly on the new network. These include the APNs, SMSC Address, SMS Short-codes and Voice Short-codes.

4.3.4  Post-conditions

The devices now work correctly in the foreign network by using the new (U)SIM profile and the APNs, SMS Short-codes and Voice Short-codes relevant to that network.

4.3.5  Potential technical solutions
4.3.5.1

UICC based solution 

Where (U)SIM profiles on a UICC are managed “Over The Air” (OTA), the solution should allow provisioning  of the correct APN(s),  and SMS numbers within the same (U)SIM that are appropriate to the chosen mobile network. The mechanism to do this should be part of or triggered by the process that manages the (U)SIM profile so that all parameters relating to the provisioning or swapping of the mobile network can be updated at the same time. Such a mechanism  is not currently available in 3GPP specifications. 

The GSM Association has produced a specification for remote provisioning of the eUICC [4]. The relationship between that and potential UICC-based solutions for the provisioning mechanism should be investigated.
4.3.5.2

Device Management based solution 

This scenario is similar to the existing UICC swap scenario for mobile devices [3]. Once the subscription swap has happened in the UICC, a new combination of device identity (IMEI) and UICC (IMSI) is identified which can then be used to modify the application profiles on the device (including the APNs) as per the new MNO requirement.

5
Conclusions
<conclusions>
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