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Abstract

This Tdoc examines the possible nature of eICBD discovery and derives use cases and potential requirements 

Discussion
In meeting #64 SA-1 has agreed (S1-135099) the following scope for eICBD:

More and more devices are becoming connected. These connected devices can be MTC devices such as smart meters, but increasingly all kinds of consumer electronic devices (e.g. photo cameras, navigation devices, e-books, hifi equipment, TVs) are connected. Where Machine-Type Communication is generally client server based, many consumer electronic devices also communicate with other consumer electronic devices. For example a photo camera can communicate with a printer, or a media server can communicate with hi-fi equipment. It may be of interest for the cellular industry to support infrastructure based discovery and communications between connected devices, i.e. without the need for intermediate network servers.

In this context, the objective of the present document is to study:

•
Potential enhancements to support secure discovery of UEs of interest 

•
Potential enhancements to support secure optimized end-to-end data communication between UEs via the 3GPP infrastructure

•
Potential enhancements derived from user requirements for identification in communication between UEs

•
Potential interactions of data communication between devices with LIPA and SIPTO

UEs may represent functions/capabilities provided by non-3GPP devices in order to support interworking. However, discovery of, or end-to-end data communication with, non-3GPP devices themselves is out of scope.

Potential enhancements will be studied through the definition of use cases. From these use cases, potential requirements are identified. For potential requirements identified, if any, it will be determined what is the best way to approach normative specification.

SA-1 has also agreed (S1-135224) that “A UE of interest is defined in terms of ownership and service which can be defined by an application or applications”. 
Next we try to pose several questions that are related to eICBD discovery.

A) What is discovery in the context of eICBD?

The first question is whether or not we need a discovery mechanism in the first place and if so what is it. Surely one can argue that the putative user of her home surveillance camera knows of its existence, model and possibly other parameters. For her, “discovery” of her camera isn't needed. However that in itself provides no information that the mobile network can use in order to determine which two UEs need to exchange information.
B) In order for the UEs to request eICBD connection, an interest has to be determined. Such an interest is defined in terms of ownership (want to connect to my device) and service (need a specific video stream from a specific camera). The LTE system has no inherent mechanism to determine this interest based on UE subscription or other information. Any application and any non-3GPP procedure could provide this information by establishing a (possibly implied) communication between the UEs. 

C) Next we examine the possible transfer of existing flows from internet to EPC based (i.e. for two UEs that are already transferring data). It would be the operator interest to switch the traffic to eICBD mode. For the operator to do so unilaterally, both streams need to be unencrypted at application level. In addition, the operator will have to examine large number of streams coming into and out of media servers in order to identify pairs. This would be a daunting task. We conclude that even in this case some participation from at least one of the UEs involved is required.

To help the following discussion, we may find the following definition of discovery useful:

“eICBD discovery is defined as a process at the end of which the mobile network is aware of two or more UEs that are requesting an eICBD mode data connection”

D) What may a potential user require?

In the way of demonstration I would use the home surveillance cameras use case. A potential user may require some or all of the following:

· A way to identify his surveillance cameras to the MN so that an eICBD connection can be made. 
· A way to ensure that unauthorized persons may not learn of the existence of such cameras.

· A way to ensure that only authorized applications may learn of the existence of such cameras.

· A way to ensure that the source of the data (e.g. the “video feed”) is indeed who he thinks it is.

E)   What would an operator require?

· A way to securely relate a device and a service to a UE so that an optimized path can be established
· Means to limit discovery load   
F) Could we use uPnP?

To grossly oversimplify, uPnP has two modes, peer to peer and control point. Both use Simple Service Discovery Protocol (SSDP) using HTTP over UDP. In both, devices broadcast messages that include an identifier, type and a pointer to mode detailed information (in the form of a URL). The receiver of the broadcast needs to retrieve most of its required information from that URL. 
The two modes differ in their topology in that in the controlled mode, nodes called control points collect device information which can be retrieved from them.

UPnP is a widely used protocol and is already embedded in many devices. It is therefore attractive. Unfortunately there are several known issues with uPnP. These include:
· Lack of authentication which basically implies that any device can learn about the existence and characteristics of all other devices (even if data retrieval is prevented by app level encryption)

· Other known security issues

· Difficulty in scaling up to large networks. As uPnP, by itself, does not include any mechanisms to direct who should receive broadcasts, its use in large scale networks will simply overload them. A filtering mechanism is required.
The above uPnP issues will have to be resolved if uPnP is to be used for eICBD.

The requirement to filter broadcasts implies the existence of communication between the two UEs and the EPC. An application could provide the (possibly implied) communication between the UEs.
