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Abstract: This paper considers the assumptions driving FS_MAPN and illustrates how those assumptions are incompatible with current industry efforts in OMA and OneM2M.  The paper concludes with the recommendations that M2M device management be given priority whenever available, and FS_MAPN be limited to the case of M2M devices without device management.

What is the benefit of the FS_MAPN study item?

The new MAPN proposal for M2M is based on the following requirements/assumptions:
1. Mobile equipment (ME) have the ability to store a list of APNs which can change from time to time for a given operator. Furthermore, APNs are MNO specific and it is not practical to store APN information for all operators worldwide in an ME at the outset when it is not know which network the device will operate in.

2. When the APN list on the device can be updated manually with user input, it is and error-prone process and furthermore, for M2M it is important to be able to update the APN remotely since user intervention may involve a service personnel dispatch to the field that is expensive.

3. Remotely updating the APN list on the device can be accomplished by device management solutions involving a device management platform. However, it is stated that “The need of a Device Management platform is not an issue in many use cases, but it could represent a problem in very cost-sensitive markets such as the M2M where unnecessary costs can affect the concrete feasibility of business cases and make the difference between flying or not.” [G&D S1-134014].

4. Having the APN list on the SIM will enable remote upgrade of the APN list without a device management platform.
While we agree with 1 and 2, we do not believe that the main claim in 3 that device management is not necessary for M2M is accurate. There is ample evidence that even for M2M devices, device management will needed to reduce the overall cost of operations. While we agree with the statement in 4 that an APN list on a SIM can be updated remotely, we believe that it is insufficient to address the complete use cases for which MAPN is targeted. A number of configuration changes will often have to be made to the device itself in addition to APN modification.
Importance of Device Management for M2M

Device Management enables the following use cases that are critical for M2M:

Service Activation and Configuration – Configure a number of parameters on the device such as server addresses, times when different applications can be used, communication protocol that should be used to connect to different servers etc. As M2M devices often don’t have a real user interface, remote configuration is the only interface.
Over the air firmware upgrades – Device management platforms typically support remotely upgrading software. This is critical for M2M since a large number of devices will be deployed at different times with different software versions and once deployed they remain operational for very long periods, for example, for decades in the case of smart meters.
Also note that basic application logic for processing data often happens on the device and is implemented in the firmware. Any changes to the application logic over the lifespan of the deployed M2M device can only be implemented via over the air firmware upgrade.

Remote reboot – M2M devices are deployed stand alone transparent to the end user of the associated services and thus all operations have to be performed remotely. Hence if an application of the device stops functioning and the device needs to be rebooted it has to be done remotely.
Remote Diagnostics Data collection - Service personnel dispatch to M2M device sites are expensive and thus remote diagnostics enabled by data collected from devices such as measured signal strength, number of reboots, number of times the devices made connection attempts etc. is critical.
Device Capability Control – Remotely enable/disable specific capabilities on an M2M device. This can be used for customized deployment of M2M devices with a specific set of capabilities enabled as required for the use cases associated with the M2M device. 
On-going and completed standards work on device management targeted specifically for M2M provides evidence of the need for a device management platform for M2M. OMA-DM has published Lightweight M2M standards specifically targeting device management for constrained M2M devices. The specifications have been made keeping in mind the need to implement the standards on low cost devices and thus minimizing the footprint of the device management software as well as optimizing the amount of data transferred.  In particular, this standard includes updating of the APN list on the device using lightweight protocols.

A second major standard that has identified device management requirements for M2M is the global OneM2M standards body. Appendix A lists the set of requirements that have been published by OneM2M that can be addressed only through a device management platform.
Furthermore, 3GPP has addressed device management for M2M devices in 22.368 with the following requirement. 

“The operator shall be able to manage MTC Devices using existing mechanisms (e.g. OMA DM)”.

Why Updating APN list on the SIM may be insufficient for many use cases?
The APN is simply an identifier for the mobile gateway to which the device needs to attach. However, that is usually insufficient to provide services unique to the APN. To start with, the device will have to be informed what services are applicable in a given APN since it is possible that some APN may not support certain services. For example, only messaging over data is supported and SMS is not supported. The variability in services offered for M2M devices increases as the M2M Service infrastructure being defined in OneM2M is deployed.  For example, OneM2M is defining a set of services including Application and Service Management, Communication Management and Delivery Handling, Data Management and Repository, Device Management, Discovery, Group Management, Location, Network Service Exposure, Registration, Security, Service Charging and Accounting, Subscriptions and Notification and Service Session Management where different subsets of the services may be offered by different operators. When a device bootstrap sub-function of the Security CSF is not offered, for example, additional configuration on the device such as the server address to which connection has to be established needs to be performed using device management. 

Specifically, let us consider Use case 1 in [G&D S1-134014] where the APN of the network where the device will eventually operate is not known at the time the device is installed in the car. The use case also states that the data plans are initially unknown and the automobile service provider in a specific region may negotiate with operator specific plans based on time of data, minimum data rates and maximum data limits etc. Given that all these factors have an impact on application behavior, for example, when to use certain applications so as to stay within the caps, a significant amount of configuration beyond simply updating the APN list is required.
We thus believe that device management will be critical for most M2M use cases and the problem of remote APN list update is already solved through device management. Additionally, there needs to be an object model that links services to APNs, and OMA DM has already partially described that in Connection Management Object. If more is needed, the current object models should be enhanced either in 3GPP or in OMA.
3GPP ANDSF Policies on UE are significantly more feature rich compared to MAPN
3GPP 24.312 has specified the use of an ANDSF Managed Object for a UE to make decisions about routing IP traffic to a specific access network. The ANDSF ISRP policies can be configured per IP flow or per service and make use of an APN for routing traffic over the access network type identified in the policy. These ISRP policies can be used to configure a prioritized list of APNs per IP flow or per service along with their routing criteria/rule based on validity area, time of day, and access network type. This is significantly extensive compared to a simple mapping of APN to an application. Implementing this in MAPN is rather limited in capability compared to ANDSF. As an example, on a per APN basis, ANDSF allows the UE to determine which access network can be used under a set of conditions, e.g., validity area and/or time of day. Therefore, enforcing MAPN based APN priority is not appropriate for ANDSF capable UEs as it would interfere with the ANDSF functionality envisioned in the 3GPP standard.
Existing Alternative to MAPN for non-ANDSF Capable UEs
Even for non-ANDSF capable devices the capability to map an APN to an application is already specified in existing standards, e.g. OMA-DM Connectivity Management Object (CONNMO). Applications which use APN are typically device applications. Adding an application reference to the APN list on UICC is not appropriate since the information about device applications that use APN is not likely to be reliably available at the time of UICC manufacturing. Remote update of APN to application mapping on a UE is possible using existing OMA-DM CONNMO so a new mechanism for in-network remote configuration of APN to application mapping on UICC is not required.
APN Configuration on Constrained Devices
Device management and APN configuration is applicable for constrained devices as well. OMA-DM Lightweight M2M specifications specify a number of objects for device configuration and monitoring. One such LWM2M object ‘ConnectivityMonitoring’ supports APN read operation on constrained devices. Thus, even for constrained M2M devices, remote device management functionality is an expected capability. The transport protocols used for remote UICC configuration are the same ones used for remote device management as well, e.g., SMS, HTTPS. So, remote UICC configuration is not any simpler than remote device configuration. In addition, for constrained devices, newer lightweight alternatives like the LWM2M using CoAP are being proposed.
APN List Configuration on UICC is Existing 3GPP Capability
3GPP 31.102 has already specified EFACL that can be used to configure an APN control list, as copied below. There is no need for a new MAPN proposal since the APN Control List can already be configured on the UICC. If anything, a clarification should be added that for an ANDSF capable UE, the 3GPP ANDSP ISRP policy takes precedence over the APN control list configured on UICC. For non-ANDSF capable UEs, the existing APN control list mechanism in combination with the device management capability to configure APN to application mapping is sufficient.
“When the APN Control List service is enabled, the ME shall check that the entire APN of any PDP context is listed in EFACL before requesting this PDP context activation from the network. If the APN is not present in EFACL, the ME shall not request the corresponding PDP context activation from the network.

In the case that the APN Control List is enabled and no APN is indicated in the PDP context request, indicating that a network provided APN is to be used, then the ME shall only request the PDP context activation if "network provided APN" is contained within EFACL.
If the APN Control List service is enabled and the ME is to provide an APN as part of attach for PDN connectivity, then the ME shall verify that the APN value is present in the EFACL and if it is not the ME shall not proceed with the attach procedure. If the APN Control List service is enabled and the ME does not intend to provide an APN as part of the attach for PDN connectivity and use a network provided APN, the ME shall not check if "network provided APN" is contained within EFACL.”
Conclusion

As this paper highlights, a key rationale for the FS_MAPN study, that M2M devices will not have device management, is not supported by ongoing work in the industry, including 3GPP standards.  Both OneM2M and OMA are actively pursuing standards based on device management in M2M devices and 3GPP has a requirement that M2M devices shall be able to be managed by device management.  Further, the capabilities identified as part of FS_MAPN for configuring APNs remotely, are already supported by device management techniques, including the OMA DM Lightweight specifically designed for M2M.  And a key capability within FS_APN, support of an APN list on a UICC, is already supported in 3GPP.   Based on the current status of device management and M2M standards supported by 3GPP, OMA, and OneM2M, the only potential benefit from FS_MAPN would be for those non-standard cases where an M2M device does not have device management.  We therefore recommend the study be constrained to supporting for the limited case of M2M devices without device management and specifically exclude creating a new set of standards to replicate device management on a UICC. The normal use of device management on M2M devices should take precedence.
Appendix
OneM2M Device Management Requirements
The oneM2M standards body just recently defined a set of requirements for the management of M2M devices. These requirements are defined in the oneM2M Requirements Technical Specification (TS-0001) and include capabilities to:

· Configure the capabilities and features of the M2M Device, M2M Gateway or device in the M2M Area Network.

· Troubleshoot the use of diagnostic tests, alert generation and retrieval of operational status and statistics associated with the M2M Device, M2M Gateway or device in the M2M Area Network.

· Update the firmware components and associated artefacts for the M2M Device, M2M Gateway or device in the M2M Area Network.

· Manage the topology of the M2M Area Network. 

· Update the application software components and associated artefacts for the M2M Device, M2M Gateway or device in the M2M Area Network.

