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Introduction 

Applications today are usually written by application developers and published by the OS provider (Android, Apple, etc.), not by an operator or a UE vendor. Some are given out for free with the possibility of selling services later. That market structure does not allow the publisher to vet the application for its security handling. The problem is compounded by the fact that much of what an application does actually happens in the cloud (or an app server) where the publisher has no visibility. 

At the same time, the MNO may have certain responsibilities regarding user and information security.

The realization that an application can never be trusted with any information beyond that which it has generated should lead to a system in which sensitive information isn't provided to applications. Failing to do so might result in the following consequences:

a) A Rogue application may transfer the information to a third party which may then be used to track or impersonate the user

b) Users’ permissions and their revocation must be maintained and updated in real time by the MNO. 

The current version of the TR attempts to achieve the same goal in the requirement 

[PR.87] The system shall be able to restrict ProSe Discovery information to the ProSe-enabled UEs that have been authorized by the users and network operators.
Notice however that unless proper behavior of applications is guaranteed, the requirement cannot be easily fulfilled. 
Therefore we propose to add a clarification in the form of a new potential requirement
The system shall provide ProSe identifying information to an application in a manner that ensures the user’s identity and privacy are protected.
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