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1 Introduction

This contribution proposes some general requirements for security for group calls.  
In general, we can expect that group calls handle key distribution and use end-to-end encryption. Sometimes, the encryption/decryption can be performed only by hardware modules within the UEs. The 3GPP network is only a conduit for encrypted traffic. There can be situations, however, when this might not be the case.  For example, when two group calls (involving two separate groups using separate keys) are joined, there may not be enough time to perform key distributions, without affecting the timing of the call. It is also possible that the two groups use different vocoders, making one’s traffic incomprehensible to the other. Thus, even if the expectation is to be a relatively rare event, a well designed network should offer the capability to break the end-to-end traffic and offer mid-stream processing, for those occasions and users that might require it.  
             .
***** Proposed new section *****

4.1.x
Security requirements for group calls 
The network shall provide to Group Calls same or stronger levels of integrity, confidentiality and privacy than it provides to other types of calls.
On demand, the network shall be able to set up and provide decryption, re-encryption, transcoding and reformatting of the user traffic within Group Calls.

***** end of change *****
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