3GPP TSG-SA WG1 Meeting #60
S1-124370
Edinburgh, UK 12th November – 16th November 2012
Title:

FS_ProSE: Additional Security Requirements Clean Up
Agenda Item:
9.2 Feasibility Study for Proximity-based Services
Source:

Institute for Information Industry (III), InterDigital
Contact: 
Kanchei (Ken) Loa (loa@iii.org.tw), Yi-Hsueh Tsai (lucas@iii.org.tw)


Eldad Zeira (Eldad.Zeira@interdigital.com)
Introduction

During previous Chicago meeting, some security requirements have been clear up in 3GPP TR 22.803 V1.0.0. However, some agreed potential requirements are ambiguous comparing to existing 3GPP security requirements. As a consequence, this contribution is proposed to clarify section 6.3.
Proposal

It is proposed to change the following to TR 22.803 V1.0.0 (FS_ProSe).

*** First Change ***
6
Potential Requirements

6.4
Additional Security Requirements

The system shall ensure that ProSe is secure.
The level of security provided by the existing EPS shall not be adversely affected when ProSe discovery and communications are enabled.
The system shall ensure that ProSe Discovery respects privacy.

The system shall ensure the validity of the ProSe Discovery information provided to the discoverer.
The system shall be able to provide security comparable to that provided for the current 3GPP system for ProSe Communications, reusing existing 3GPP security mechanisms whenever possible and appropriate. 

The system shall be able to restrict ProSe Discovery information to the ProSe-enabled UEs that have been authorized.
Editor’s Note: Between which parties authorization is required (user/device/application/operator etc.) is FFS
*** End of First Change ***
