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***** FIRST CHANGE *****

9.4 ProSe Security, Authorization and Privacy Requirements

The Evolved Packet System shall support the following requirements for ProSe security, authorization and privacy.

CPR.6.5.2-39 [PR.6.4-84] The system shall ensure that ProSe is secure. 

CPR.6.5.2-40 [PR.6.4-85] The system shall ensure that ProSe Discovery respects privacy. 

CPR.6.5.2-41 [PR.6.4-86] The system shall ensure the validity of the ProSe Discovery information provided to the discoverer. The system shall be able to provide security comparable to that provided for the current 3GPP system for ProSe Communications, reusing existing 3GPP security mechanisms whenever possible and appropriate. 

CPR.6.5.2-42 [PR.6.4-87] The system shall be able to restrict ProSe Discovery information to the ProSe-enabled UEs that have been authorized.
CPR.6.5.2-43 [PR.6.2-79] The network shall be able to collect Discovery information regarding which ProSe-enabled UEs are discovered to be in proximity of a given UE. Authorization for using a ProSe Discovery mechanism shall comply with local restrictions set by contracts plus regional and national regulatory requirements set on data collection. 
CPR.6.5.2-44 [PR.6.2-82] When Operating ProSe, the EPS shall be able to support regional or national regulatory requirements, (e.g. lawful interception, PWS).

CPR.6.5.2-45 [PR.5.1.1-13] The operator shall be able to authorize discovery operations for each individual UE.

CPR.6.5.2-46 [PR.5.1.1-5] The operator shall be able to authorize per subscription the maximum range classes a UE is allowed to use for ProSe Discovery.

CPR.6.5.2-47 [PR.5.1.1-10] An operator shall be able to authorize the access to ProSe Discovery information by an application.

CPR.6.5.2-48 [PR.5.1.11-49] The operator’s network and the ProSe-enabled UE shall provide a mechanism to identify, authenticate and authorize the third-party application to use ProSe capability features. 

CPR.6.5.2-49 [PR.5.1.11-50] The operator’s network shall be able to store information of third-party application developers, such as the third-party application developer ID, the application ID and so on.

CPR.6.5.2-50 [PR.5.1.3-19] The operator shall be able to authorize the ability of a UE to discover UEs camping on other PLMNs.

***** END OF FIRST CHANGE *****
10 Charging Aspects

The Evolved Packet System shall support various charging models including all those supported by the 3GPP system  contained within TS22.115 [5] . 

Charging models that shall be supported by the Evolved Packet System include (non-exhaustive list):

-
calling party pays

-
charging based on assured QoS

-
charging based on the transport

-
charging based on an event

-
charging based on content

-
charging adjustment (e.g. based on subscription bands)

-
alternate party charging

The Evolved Packet System shall also be able to support introduction of new charging schemes including online and offline schemes, and charging schemes for the multi-access system environment 

Charging mechanisms of the Evolved Packet System shall provide (non-exhaustive list):

-
Cost effective Control and Charging of IP Flows

-
Perform online charging

-
Support differentiated charging including zero rating of the bearer and event charging

-
Awareness of subscriber identity, time-of-day, roaming status, QoS, Service input etc
***** SECOND CHANGE, AUGMENTS CLAUSE 10 *****

The Evolved Packet System shall support the following ProSe requirements for charging aspects.

CPR.6.5.3-51 [PR.5.1.1-16, PR.5.1.4-25] Both the HPLMN and VPLMN operators shall be able to charge for ProSe Discovery features including: 

· The ability for a UE to be discoverable including the range class; 

· The ability to discover other UEs;

· The event of discovering a UE. 

NOTE: The above requirements do not apply for public safety application use of ProSe Discovery outside of network coverage.

CPR.6.5.3-52 [PR.6.3-83] Both the HPLMN and VPLMN operators shall be able to collect accounting data for ProSe Communication including: 

· Activation/deactivation of the ProSe Communication feature;

· ProSe Communication initiation/termination;

· ProSe Communication duration, and amount of data transferred.

NOTE: The above requirements do not apply to public safety communications outside of network coverage.

CPR.6.5.3-53 [PR.5.1.3-20] The operator shall be able to charge for the ability of a UE to discover UEs camping on other PLMNs.

CPR.6.5.3-54 [PR.5.1.11-51] The ProSe feature capability access by each application shall be able to be charged for and reported to the operator’s network.
***** END OF CHANGES *****
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