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Abstract: 

Section 4.6.4 of TS22.368 contains two USIM settings that can be used to prevent presentation of PWS Warning Notifications to the PWS Application on the ME. It should be stressed that these settings are only intended for use as a “last resort” once it is known that the PWS system has been compromised, until the attack on the system is resolved. The most likely usage is that the flags are set to allow all warning messages (protected or unprotected) to be received in HPLMNs and VPLMNs. 
The current wording in Section 4.6.4 has the limitation that warning messages with protection cannot be disabled in VPLMNs. This might be useful in the hopefully very unlikely case that the protection mechanism is compromised in the future, and the risk of attackers exploiting this fact is considered high. This contribution proposes changing the meaning of the second setting in order to cover all cases.

Description.

Section 4.6.4 of TS22.368 contains the following;

Where regional or national regulations allow, the HPLMN operator shall be able to instruct the PWS-UE to ignore all Warning Notifications in the HPLMN and in PLMNs equivalent to it, by means of a setting on the USIM.

Where regional or national regulations allow, the HPLMN operator shall be able to instruct the PWS-UE to ignore all Warning Notifications that are received without security protection, by means of a setting on the USIM. 

NOTE 1:
Non-existing or empty USIM data files results in all Warning Notifications being presented to the PWS application.

NOTE 2:
There is no security protection of Warning Notifications. Therefore the effect of activating the USIM setting which instructs the PWS-UE to ignore all Warning Notifications without security protection will be that the PWS-UE ignores Warning Notifications in all PLMNs.

The current wording of the first two sentences has the limitation that warning messages with protection cannot be disabled in VPLMNs.
Changing the wording of the second sentence can give operators the coarse static control needed to prevent presentation of all Warning Notifications wherever the UE resides. 

The following form is proposed;
Where regional or national regulations allow, the HPLMN operator shall be able to instruct the PWS-UE to ignore all Warning Notifications that are received whilst in VPLMNs, by means of a setting on the USIM. 

With this wording the existing Note 2 also becomes redundant.

This proposal does not preclude the introduction of finer grained control (based on whether or not messages are protected) in a future release

In the hopefully very unlikely event that the risk of spoofed warnings outweighs the benefits of being able to receive warnings via the PWS channel, the presence of these settings and the ability of the terminal to interpret them will provide an option for operators and regulators to disable presentation of warning notifications. Alternative distribution channels will then be relied upon instead e.g. point to point SMS, local and national media, etc. If this drastic step has to be taken then it is unlikely that fine grained control would be needed to block warnings in one VPLMN but not in another. Thus it is equally unlikely that the VPLMNs flag would need to be changed dynamically depending on where the subscriber is roaming.

If spoofing has occurred solutions which involve firmware updates will take much longer than simply setting SIM flags. If PWS is implemented as a downloadable application then an application update to block warnings (or revocation of the entire app) could be quicker to deploy than a firmware upgrade. However it would still not be as quick as a SIM based control activated over the air.
Proposal.

It is proposed that the alternative wording above be accepted and the Change Requests to TS22.268 in S1-124085 and S1-124086 for Release 11 and 12 be agreed. 
