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Introduction 
The EPS already employs several mechanisms to protect user data, RAN and NAS signaling and user identity. In the current draft of 22.803 [1], SA-1 already requires that “The system shall be able to provide security comparable to that provided for the current 3GPP system for ProSe Communications”. 

In this contribution we examine the security requirements already in [1] against the operation of current EPS for infrastructure communications and propose some refinements to ProSe security requirements.

We first start with a quick revisit of EPS security provisions. A good overview of EPS security can be found in [2].
Data and signaling confidentiality: Both user data and network signaling are confidentiality protected. Moreover, NAS signaling is independently confidentiality protected.
Data and signaling integrity: User data and network signaling are not provided the same integrity protection in that user data is not integrity protected while network signaling is.
There are several levels of user identity protection. 

The identity of the subscriber is provided by the operator and is stored in such a way that it can only be used by the operator network. 

The UE is required to authenticate itself to the network before registration can occur. The authentication process is immune to eavesdropping and replay attacks.
The device (UE) identity such as IMEI is not used in the network. Rather a temporary identity (TMSI) is used which is derived from the authenticated subscriber identity.

In some cases (e.g. when making a voice call) another identifier of the UE is provided to the called UE, i.e. the “telephone number”. This information is also integrity protected in the sense that it cannot be faked by the caller – i.e. a caller is never able to present himself as calling from a different UE. (This is because the information is generated at the EPS, not the calling UE).

From this discussion we see that there are several layers of protection of the user (i.e. the person’s) identity. To summarize, 

· the authentication of the UE to the network provides the receiver of e.g. a telephone call with the confidence of the authenticity of the caller
· no identifying information is used openly over the air (i.e. identity is private)
We next examine the security related potential requirements already in the TR. (Note that all track marks in [1] have been accepted).

From general requirements (5.1):
In 5.1.1.5 we have the following requirements:

Subject to user and operator settings, a ProSe-enabled UE shall be discoverable only by other UEs in proximity that are explicitly permitted by the discoverable UE.  

ProSe shall allow the simultaneous operation of applications on a UE, ensuring that ProSe discovery info is only available to applications that were specifically authorized.

This requirement is meaningful only if the UE identity is protected in such a way that it is available only to authorized applications on authorized UE's.

Similar requirements appear in 5.1.5.5:
A UE shall be able to request EPS to perform ProSe Discovery and indicate to the 3GPP EPS which UE it wants to discover and potentially wants to communicate with. 

In 5.1.6.5 we have the requirement “The system shall be capable of moving a user traffic session from the infrastructure path to an E-UTRA ProSe Communication path, when the ProSe-enabled UEs are determined to be in range”. 
Sending the same flow with different confidentiality protection could pose a serious security issue, especially as “The user shall not perceive the switching of user traffic sessions between the E-UTRA ProSe Communication and infrastructure paths”. Therefore the D2D link must be user-traffic confidentiality protected to the same level that the infrastructure link is.
Additional security requirements can be found in 6.4:
6.4
Additional Security Requirements

The system shall ensure that ProSe is secure.

The system shall ensure that ProSe Discovery respects privacy.

The system shall ensure the validity of the ProSe Discovery information provided to the discoverer.
The system shall be able to provide security comparable to that provided for the current 3GPP system for ProSe Communications, reusing existing 3GPP security mechanisms whenever possible and appropriate. 

The system shall be able to restrict ProSe Discovery information to the ProSe-enabled UEs that have been authorized.
Editor’s Note: Between which parties authorization is required (user/device/application/operator etc.) is FFS
Comparing the requirements in the TR to the general security features provided by the EPS we see that:
a) There’s no specific requirement for confidentiality, only statements that ProSe is “secure”. And has “security comparable to that provided for the current 3GPP system for ProSe Communications”. There’s no definition of what it means.

b) At this point we cannot rule out that network signaling will not be conveyed over the direct link, at least for the out of coverage PS case. To the extent that it is, it should be integrity protected to the same level provided by the current EPS.

c) The issue of authenticating a user to another (for discovery or forming a communication link) has been phrased vaguely as “The system shall ensure the validity of the ProSe Discovery information provided to the discoverer”. The word “validity” is not defined in the context of ProSe.
d) The issue of the privacy is phrased as “The system shall be able to restrict ProSe Discovery information to the ProSe-enabled UEs that have been authorized”. The term “authorized” refers in the TR to an action taken by the operator, while it should include also permission by the user as she specifies whom she wants to discover. 
The comparison above forms the basis for the proposed text changes below.

References

[1] Draft TR 22.803 in S1-122531_TR22803_V0_5_0_2012-08_v9.doc

[2] EPS Confidentiality and Integrity mechanisms Algorithmic Approach in http://www.ijcsi.org/papers/7-4-4-15-23.pdf
<<<<<<<<<<   Begin new text <<<<<<<<<<   

6.4
Additional Security Requirements

The system shall ensure that ProSe is secure.

The system shall ensure the confidentiality of user data and network signaling over the direct link to a level comparable with that provided by the existing 3GPP system.

The system shall ensure the integrity of network signaling over the direct link to a level comparable with that provided by the existing 3GPP system.

The system shall ensure that ProSe Discovery respects privacy. 
The system shall ensure the validityauthenticity of identity related to the ProSe Discovery information provided to the discoverer.
The system shall be able to provide security comparable to that provided for the current 3GPP system for ProSe Communications, reusing existing 3GPP security mechanisms whenever possible and appropriate. 

The system shall be able to restrict ProSe Discovery information to the ProSe-enabled UEs that have been authorized by the users and network operators
Editor’s Note: Between which parties authorization is required (user/device/application/operator etc.) is FFS
Existing 3GPP security mechanisms shall be reused whenever possible and appropriate.
