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3GPP™ Work Item Description

For guidance, see 3GPP Working Procedures, article 39; and 3GPP TR 21.900.
Title * : Public Warning System security
Acronym * : PWS_Sec2
Unique identifier *
1
3GPP Work Area *
	x
	Radio Access

	x
	Core Network

	x
	Services


2
Classification of WI and linked work items
2.0
Primary classification *
This work item is a … *
	
	Study Item (go to 2.1)

	x
	Feature (go to 2.2)

	
	Building Block (go to 2.3)

	
	Work Task (go to 2.4)


2.1
Study Item

	Related Work Item(s) (if any]

	Unique ID
	Title
	Nature of relationship

	
	
	


Go to §3.

2.2
Feature
	Related Study Item or Feature (if any) *

	Unique ID
	Title
	Nature of relationship

	510054
	Security aspects of Public Warning System
	Precursor


Go to §3.

2.3
Building Block

	Parent Feature (or Study Item)

	Unique ID
	Title
	TS

	
	
	


This work item is … *
	x
	Stage 1 (go to 2.3.1)

	
	Stage 2 (go to 2.3.2)

	
	Stage 3 (go to 2.3.3)

	
	Test spec (go to 2.3.4)

	
	Other (go to 2.3.5)


2.3.1

Stage 1

	Source of external requirements (if any) *

	Organization
	Document
	Remarks

	
	
	


Go to §3.

2.3.2

Stage 2  *
	Corresponding stage 1 work item

	Unique ID
	Title
	TS

	
	
	


	Other source of stage 1 information

	TS or CR(s)
	Clause
	Remarks

	
	
	



If no identified source of stage 1 information, justify: * 
Go to §3.

2.3.3

Stage 3 *
	Corresponding stage 2 work item (if any)

	Unique ID
	Title
	TS

	
	
	


	Else, corresponding stage 1 work item

	Unique ID
	Title
	TS

	
	
	


	Other justification

	TS or CR(s)

Or external document
	Clause
	Remarks

	
	
	



If no identified source of stage 2 information, justify: * 
Go to §3.

2.3.4

Test spec *
	Related Work Item(s)

	Unique ID
	Title
	TS

	
	
	


Go to §3.

2.3.5

Other *
	Related Work Item(s)

	Unique ID
	Title
	Nature of relationship
	TS / TR

	
	
	
	


Go to §3.

2.4

Work task *
	Parent Building Block

	Unique ID
	Title
	TS

	
	
	


3
Justification *
Current 3GPP PWS specifications offer no protection against false base stations broadcasting false Warning Notifications. At SA#54 3GPP decided that default terminal behaviour should be to accept all Warning Notifications even if their authenticity is unknown (i.e. no security protection). This means that default behaviour is open to the presentation of false Warning Notifications issued by false base stations even in countries without a Public Warning System deployed. 
Examples of false base station risks include, but are not limited to;
False Warning Notifications to induce panic
It is not clear how a large crowd in an enclosed space would react to a carefully worded message designed to cause panic that suddenly arrives with prominent alerting on almost every phone

Abuse of warning system broadcast channel to send advertising / spam
End result may be that users disable or ignore valid Warning Notifications and so miss genuine warnings

4
Objective *
The objective of this work item is to specify requirements to offer protection against false Public Warning System Warning Notifications. These requirements will be optional since there are regions and countries that do not require this functionality.
5
Service Aspects

Security is a fundamental requirement that needs to be addressed when providing emergency warning services over broadcast channels in mobile networks. 

6
MMI-Aspects

A positive or negative result when performing security checks on PWS Warning Notifications will allow/disallow presentation of the Warning Notification to the terminal application/MMI.

7
Charging Aspects

None identified.
8
Security Aspects

Security aspects will be considered.
9
Impacts *
	Affects:
	UICC apps
	ME
	AN
	CN
	Others

	Yes
	
	
	
	
	

	No
	
	
	
	
	

	Don't know
	X
	X
	X
	X
	X


10
Expected Output and Time scale *
	New specifications *
[If Study Item, one TR is anticipated]

	Spec No.
	Title
	Prime rsp. WG
	2ndary rsp. WG(s)
	Presented for information at plenary#
	Approved at plenary#
	Comments

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	Affected existing specifications *
[None in the case of Study Items]

	Spec No.
	CR
	Subject
	Approved at plenary#
	Comments

	22.268
	
	Addition of new PWS security requirements
	SA#57
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	


11

Work item rapporteur(s) *
 Adrian Neal, Vodafone. adrian.neal@vodafone.com 
12

Work item leadership *


SA1.
13

Supporting Individual Members *
	Supporting IM name

	Vodafone

	Morpho Cards GmbH

	Research In Motion

	ZTE

	

	

	

	

	


form change history:
v1.13.1: minor changes resulting from discussions at CT#41 & SA#41

v1.13.0: mods to enforce linkage amongst stages 1, 2, 3

draft mods Scarrone-Meredith 2008-07 ff
v1.12.1: removes revision marks following approval at SP-29
v1.12.0: includes provision for Study Items (SP-29)

v1.11.0: includes those changes from v1.8.0 agreed at SP-25.

v1.10.0: full circle

v1.9.0: a clean sheet

v1.8.0: includes comments from SA#24 

v1.7.0: includes comments from RAN, CN and T #24; also includes “early implementation” data

v1.6.0: includes comments made during review period prior to TSGs#24

v1.5.0: includes comments made at TSGs#23 (Phoenix)

v1.4.0: offered to SA#23 for approval

v1.3.0: offered to CN#23, RAN#23 and T#23 for comments

DRAFT4 v1.3.0: 2004-03-09: Incorporation of comments from Leaders list

DRAFT3 v1.3.0: 2004-02-19: Incorporation of comments from MCC members

DRAFT2 v1.3.0: 2004-01-29: Complete redraft:

v1.2.0: 2002-07-04: "USIM" box changed to "UICC apps"

2003-05-28: spelling of “rapporteur” corrected

2002-07-04: "USIM" box changed to "UICC apps"

