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Introduction 
This revised contribution contains material from S1-12086 and S1-121215.

The notion of a user carried device that can potentially be discovered by unauthorized devices could raise users’ concerns regarding their privacy and, potentially, even their personal security. 

The current draft [1] says nothing about security. Several companies have proposed use cases and potential requirements regarding ProSe security, e.g. [2]. Proposal [2] suggests that “The system shall be able to prohibit unauthorized access to ProSe discovery and communication.” This contribution expands these requirements.
Some users may not want to be discovered by anyone. The draft already recognizes this notion and addresses it under user configuration.

Other users may want to be discovered by certain individuals and not others. These users would not want another user, operating a rogue device, to learn any identifying information about them. To accomplish this, ProSe must not transmit any permanent information (such as a user ID) that may be traced back to user identity. 
The notification of a discovery of a certain person by the device (with the aid of the network) implies to the user a certain confidence that this is indeed the person they wanted to discover, or at least the same device – and not an impersonator. In a similar manner, users would not want someone to be able to impersonate them to others.

The text proposal introduces use cases and potential requirements to further clarify security requirements.

Text Proposal

Add the text below to the current TR draft [1].
References

[1] TR 22.803 draft in S1-120349_TR22803_V0.2.0(2012-02).doc
[2] S1-121xxx, Alcatel-Lucent, “FS_ProSe: ProSe Security” 
<<<<<<<<<<   Begin new text <<<<<<<<<<   










· 
· 
· 


6.x
Security Requirements

The system shall ensure that ProSe is secure.

The system shall ensure that ProSe discovery respects privacy
Editor’s note: authenticity requirements for ProSe Discovery are FFS
The system shall be able to provide security comparable to that provided for current 3GPP system for ProSe communications, reusing existing 3GPP security mechanisms whenever possible and appropriate. 
The system shall be able to restrict ProSe discovery information to the UE's that have been authorized.
Editor’s Note: Between which parties authorization is required (user/device/application/operator etc) is FFS




