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Abstract:
Provides additional information for the WG in assessing the proposed descriptive language and normative requirements for the 3GPP SSO service.
Purpose
This discussion paper brings to the attention of SA1 the need for SSO protocols to support one or both of two types of user authentication: authentication of the user based on something the user knows and/or a characteristic of the user (e.g., a username/password and/or a biometric identifier), and authentication of the device which the user is authorised to use (e.g., a UICC in a UE).

Note: TR 22.895 defined the terms “Application Service” and “Application Service Provider” for internal use; these terms are functionally equivalent to the terms “Data Application” and “Data Application Provider”, respectively, contained in TS 22.278. In the present document we use the terms from TS 22.278.
Discussion
The overall purpose of SSO User Authentication is to verify the identity of the person who is using a service (“user”). The reason for performing that authentication may be to ensure that an unauthorised user does not:

•
access a chargeable service for which the legitimate subscriber would then be billed;

•
violate the privacy of the rightful user;

•
conduct financial transactions which result in payments against the accounts belonging to the rightful user;
•
make unauthorised changes to data relating to the rightful user of a service;

•
impersonate the rightful user when using the Data Application Provider’s services to communicate with other parties;
•
use a lost or stolen UE for fraudulent services or gain access to data on the UE.
Services which have requirements relating to any of the above considerations may impose security policies on the level of assurance that authentication provides as to the true identity of the actual user. To that end, the following three factors of user authentication are universally recognized (*) by the security community:

Factor 1:
Something the user knows (e.g., a shared secret such as a numeric PIN or alphanumeric password).
Note: Automated entry of a secret (e.g., in a Web browser) may be regarded as defeating the purpose of this user authentication factor; however, security policy may permit it.

Factor 2:
Something the user possesses (e.g., a security token such as a personalized UICC).
Factor 3:
Something the user is – a physical characteristic of the user (e.g., a biometric measurement).
* The definitive reference is “Security for Computer Networks”, by D.W. Davies and W.L. Price, first published by Wiley in 1984. A more recent reference is “Security of Mobile Communications”, by Noureddine Boudriga, published by CRC Press in 2010.

From a security point of view, a DAP may be more interested in authenticating the user’s communications device than the actual user. That is typically the case for Digital Rights Management (DRM). Such a DAP may use an SSO service which provides Factor-2 user authentication. Such an SSO service may exploit the security and convenience of techniques such as GBA, EAP-SIM or EAP-AKA, all of which authenticate the user’s (or subscriber’s) personalised UICC at the Internet layer.

It may also be the case that a DAP is interested in the identity of the actual user and not in the device from which the user is accessing the service. This is typical for social networking, Internet banking and Internet purchases. For that reason, such a DAP may find it adequate to use an SSO service that provides only Factor-1 user authentication in the form of a username and an online-verified password. The username (e.g., an email address) is usually regarded as a public-domain identifier and therefore of little or no security value. Techniques to avoid the password being transmitted in the clear over the public Internet include HTTPS and HTTP Digest between the UE and the SSO Provider.

For additional security some DAPs may, for some services, require a combination of Factor-1 and Factor-2 user authentication, (e.g., username/password authentication plus token-based authentication) for a stronger form of authentication. Some Internet banking services (especially for business use) and remote access services fall into this category. In such cases, it may be advantageous to combine some form of Factor-1 user authentication with the UICC-based Factor-2 user authentication techniques. Furthermore it may also be advantageous for the SSO protocols to accommodate a negotiation of the factors and methods used for SSO User Authentication, in order to meet the requirements of different DAPs.
Conclusion
The service requirements for SSO in a 3GPP context should take into account the need to support multi-factor user authentication, as described above, plus some mechanism for negotiating the factors of user authentication to be used in specific instances of providing SSO service for the benefit of DAPs and 3rd party IdPs. Provision of such features will enhance the service proposition that a 3GPP network operator is able to offer to potential consumers of the service.
