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Introduction 
The notion of a user carried device that can potentially be discovered by unauthorized devices could raise users’ concerns regarding their privacy and, potentially, even their personal security. 

The current draft [1] says nothing about security. Several companies have proposed use cases and potential requirements regarding ProSe security, e.g. [2]. Proposal [2] suggests that “The system shall be able to prohibit unauthorized access to ProSe discovery and communication.” This contribution expands these requirements.
Some users may not want to be discovered by anyone. The draft already recognizes this notion and addresses it under user configuration.

Other users may want to be discovered by certain individuals and not others. These users would not want another user, operating a rogue device, to learn any identifying information about them. To accomplish this, ProSe must not transmit any permanent information (such as a user ID) that may be traced back to user identity. 
The notification of a discovery of a certain person by the device (with the aid of the network) implies to the user a certain confidence that this is indeed the person they wanted to discover, or at least the same device – and not an impersonator. In a similar manner, users would not want someone to be able to impersonate them to others.

The text proposal introduces use cases and potential requirements to further clarify security requirements.

Text Proposal

Add the text below to the current TR draft [1].
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<<<<<<<<<<   Begin new text <<<<<<<<<<   

5.1.x 
ProSe provides secure discovery

5.1.x.1 

Description

The network provides secure discovery in accordance with user configuration, operator authorization and applicable laws.

5.1.x.2

Pre-conditions

Alice, Bob, and Charlie have each a ProSe equipped and operator authorized device which is under coverage of and registered to a PLMN.

All have subscriptions which are authorized by the operator to make use of Proximity Services. 

Within the context of these Proximity Services: Alice has established an interest in being discovered by Bob only; Charlie has established an interest in discovering anyone but not be discoverable; Bob has established interest in being discoverable by anyone.

5.1.x.3

Service Flow

As Alice, Bob, and Charlie move towards each other, the following happens:

· Alice and Bob ProSe enabled applications are notified of each other’s presence. Charlie’s application is notified of the presence of Bob only. 

· Alice, Bob, and Charlie shall be able to authenticate those they have discovered.

· No identifying or personal information about Alice shall be available to Charlie’s device.

5.1.x.4

Post-Conditions

None

5.1.x.5

Potential Requirements

Any information about a user or a UE may only be provided subject to user configuration and applicable law.

Any information about a user or a UE needs to be integrity and confidentiality protected to prevent misuse by non-authorized devices, including impersonation of user and use of data for other ends.

>>>>>>>>>>   End new text >>>>>>>>>>   

