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SA1 Requirements 

Two USIM flags defined in an SA1 Rel-11 CR were approved at SA#55; ftp://ftp.3gpp.org/tsg_sa/TSG_SA/TSGS_55/Docs/SP-120185.zip

…
4.6.4
Enabling and disabling of Warning Notifications

The PWS-UE shall be configured to receive all Warning Notifications.

It shall be possible for users to disable (e.g., opt-out) presentation of some or all of the Warning Notifications, subject to regulatory requirements and/or operator policy. The user shall be able to select PWS-UE enabling/disabling options via the User Interface to disable, or later enable, the PWS-UE behaviour in response to some or all Warning Notifications.  Depending on the regional/regulatory requirements, the user shall be able to receive Warning Notifications in one or more selected languages.

Where regional or national regulations allow, the HPLMN operator shall be able to instruct the PWS-UE to ignore all  Warning Notifications in the HPLMN and in PLMNs equivalent to it, by means of a setting on the USIM.

Where regional or national regulations allow, the HPLMN operator shall be able to instruct the PWS-UE to ignore all Warning Notifications that are received without security protection, by means of a setting on the USIM. 

NOTE 1:
Non-existing or empty USIM data files results in all Warning Notifications being presented to the PWS application.

NOTE 2:
There is no security protection of Warning Notifications. Therefore the effect of activating the USIM setting which instructs the PWS-UE to ignore all Warning Notifications without security protection will be that the PWS-UE ignores Warning Notifications in all PLMNs.
…
Protocol Flags and Network Cases

The SA1 requirements translate into two flags:

Flag 1: ignore warning messages in HPLMN (regardless of whether they are protected or not): yes/no

Flag 2: ignore warning messages without protection in all PLMNs: yes/no

Note: Warning message security work is deferred to Rel-12, so for Rel-11 Flag 2 set to yes always results in warning messages being ignored in all PLMNs

Case 1: Flag 1 - yes, Flag 2 - yes (ignore in HPLMN, ignore unprotected in all PLMNs)

HPLMN has not deployed PWS and wants to ensure its customers do not receive unprotected warning notifications in either the HPLMN or a VPLMN.

Case 2: Flag 1 - yes, Flag 2 - no (ignore in HPLMN, allow unprotected in all PLMNs)

As above but the HPLMN wants its customers to be able to receive unprotected warning notifications in countries that have deployed unprotected PWS warning notifications. 

Case 3: Flag 1 - no, Flag 2 - yes (allow in PLMN, ignore unprotected in all PLMNs)

HPLMN has deployed protected PWS notifications and wants to ensure its customers do not receive unprotected warnings in either the HPLMN or a VPLMN. 

 Case 4: Flag 1 - no, Flag 2 - no (allow in HPLMN, allow unprotected in all PLMNs)

HPLMN has deployed PWS with either protected or unprotected warning notifications. However, the HPLMN wants its customers to be able to receive unprotected warning notifications in countries that have deployed unprotected PWS notifications.

One important case is missing: 

When the HPLMN has deployed protected PWS notifications, there is no option for the HPLMN to mandate presentation of protected warning notifications in the HPLMN but allow unprotected warning notifications to be received when connected to a VPLMN.

Proposal 

Proposed revision of part of the text in Section 4.6.4 of TS22.268 v11.4.0, to extend cover for the additional case:

Where regional or national regulations allow, the HPLMN operator shall be able to instruct the PWS-UE, by means of independent settings on the USIM, to ignore all Warning Notifications that are:

· received with security protection in the HPLMN and in PLMNs equivalent to it

· received without security protection in the HPLMN and in PLMNs equivalent to it

· received with security protection in the VPLMN

· received without security protection in the VPLMN

