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1
Introduction

This contribution highlights the background for Service Reachability to be blocked by the firewall provider.
This was discussed in SA1#56 in an LS from SA3 in S1-113187 and the reply LS from SA1 in S1-113442.
2
Definition of "Service Reachability"

Based on the existing requirement in TS 22.278 v12.0.0 section 5.0, a definition for "Service Reachability" is proposed in the associated CR S1-121025:

Service Reachability: Functionality to enable user access to PLMN IP-based services from outside of the PLMN's domain via non-3GPP access technologies that have IP traffic-flow restrictions (e.g. allow only HTTP traffic).
3
Firewall Provider Considerations
In this context, the term "firewall provider" refers to any third party that operates a firewall.

For the purposes of this contribution, a firewall is defined as a functional entity which blocks or permits the flow of various traffic types based on set of policy rules and definitions.

If this definition is agreeable, it is proposed to include the definition for "firewall" in TS 22.278.

In this scenario, the network operator and firewall provider are not the same entity. Furthermore, this scenario applies regardless of whether there is a business relationship between the network operator and the firewall provider.
While the Service Reachability feature ensures that PLMN services can be reached through restrictive firewalls, e.g. those that block everything except for web traffic, consideration for the firewall provider is needed.

If the firewall provider does not want to allow PLMN services to be reached through their firewall, then a mechanism to block Service Reachability is required.
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4
Use case: Blocking Service Reachability
4.1
Description
This describes a case where the intention of the firewall provider is to ensure all traffic of a specific type, e.g. VoIP, is blocked even though the network operator and UE uses Service Reachability.
4.2
Pre-conditions

-
The network operator provides a VoIP service.

-
The user is subscribed to the VoIP service.

-
The UE is connected to a firewalled WLAN network that is independent from the network operator.

-
The firewall of the WLAN network blocks VoIP traffic as a result of the firewall provider policy.
-
The UE and network operator implements Service Reachability.
-
The firewall provider blocks Service Reachability. 
-
The network operator and firewall provider are different entities.

-
This scenario applies regardless of whether there is a business relationship between the network operator and the firewall provider.
4.3
Service Flow

a) The user attempts to make a voice call using the network operator VoIP service.
b) The firewall blocks the VoIP call.

c) The UE then uses the Service Reachability functionality to initiate the call.
d) The firewall blocks the Service Reachability function.
4.4
Post-conditions

-
User VoIP call attempt fails.
-
The firewall provider policy to block VoIP traffic is maintained.
5
Proposal

If the definition of "Service Reachability" and "Firewall" and the use case in section 4 is acceptable, it is proposed to add these to TS 22.278. It is also proposed to review the associated requirement in CR S1-121025.
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