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Agenda item: Proximity based services Study (9.7)

Title: Security requirements for the Social use case
Abstract: it is proposed to draw the security requirements for the Social scenario in the context of the Proximity-based Services study Item.
1. Introduction
At SA#53 Sep11, the Feasibility Study on Proximity-based services was agreed in [1].
The Basic Social use case was incorporated with the following note in the requirements section (5.1.1.1):

“Editor’s Note: 

-
Handle Privacy issues
”.

It is hereby proposed:

*first, to draw the security issues for the Basic Social use case;
*finally, to propose some text on relevant security requirements to the TR.

2. Discussion
In this section the privacy issues met in the context of direct UEs communication.
Within current 3GPP system, the security keystream ensures securization of data between a given UE and the network.
However, in the context of direct UEs (i.e. these UEs do not exchange user data with the network) communication, this security keystream can not be reused as such because then a given UE will have key of other UEs allowing it (the given UE) to listen to traffic from all other UEs even if the traffic is meant to other destination (e.g. other UE or network). 
Hence we would like to draw the following requirements in order to fulfill security for direct UEs communication.

Proposal: Adhoc security requirements shall be designed such as not to compromise the security of the communications within the 3GPP system.

3. Conclusion

We propose that SA1 agree on the security requirements and ask SA1 to include relevant requirements in the TR as shown at the end of this document.

Proposal: Adhoc security requirements shall be designed such as not to compromise the security of the communications within the 3GPP system.
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====== Text proposal to TR =======

5     Use Cases and Scenarios

5.1
General Use Cases 

5.1.1
Basic Social Use Case

[…]

5.1.1.1
Requirements

General

Based on operator policy, and user choice, the proximity of two ProSe devices shall be determinable; for example, using direct radio signals or via the operator network. 

Policy and user choice can set the ProSe feature to enable a device:

-
to discover others in its proximity but not be discoverable;

-
to be discoverable but not be able to discover others in its proximity;

-
to discover others in its proximity and be discoverable;

-
to disable discovery.

Operator policy and user choice can be different for licensed vs. unlicensed spectrum.

The impact of discovery on battery consumption should be minimized at a level that is sufficient for the service and does not impact the user experience of using the device.

Service Authorization

The operator shall be able to turn on or off discovery in its network.

The operator shall be able to authorize and charge for discovery operations for each individual device/user.

The operator shall be able to authorize the ability of a device to be discoverable by others. 

The operator shall be able to authorize the ability of a device to discover others. 

Charging

The operator shall be able to charge for discovery features including: 

-
the ability to be discoverable;

-
the ability to discover; 

-
the event of discovering a device. 

Security

The operator shall be able to set relevant security mechanisms to prevent communications in ProSe mode from being intercepted by unauthorized devices.

Communications in ProSe mode shall not adversely impact the security of the 3GPP system.

Editor’s Note: 

-

-
Need to define what is the object of discovery e.g., device, user, service etc
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