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Introduction

This contribution proposed the consideration on the lawful interception based on the proximity aware service. In order to support lawful interception as unobtrusive as possible and provide minimum interfered proximity aware service due to lawful interception, this contribution proposed a new lawful interception use case for direct communication architecture design considerations.
Why discuss lawful interception in SA1?
According to 3GPP TS 33.106, TS 33.107, TS 33.108, the lawful interception is one of mandatory requirements in 3GPP network. After the interception is authorizing by the court, the operator shall assistance law enforcement officer to intercept the content of communication (CC). The requirement of lawful interception as following

“CSPs shall ensure that its equipment, facilities, or services that provide a subscriber with the ability to originate, terminate, or direct communications are capable of facilitating authorized communications interceptions and access to intercept related information unobtrusively and with a minimum of interference with any subscriber's telecommunications service.”
In the past, the lawful interception issues were discussed in SA3 WG after majority works had been completed in SA1 and SA2 WGs. The existing lawful interception architecture is a loosely coupled with underline communication architecture. However, based on 3GPP TR 22.8xx V0.0.3, the data of any two proximity peers are transfer to each other directly, which cannot be intercepted by existing loosely-coupled lawful interception architecture As a consequence, it is impossible to intercept the content of communication (CC) between these two proximity peers without having a lawful interception architecture embedded within the direct communication of proximity services. Therefore, we could deactivate proximity aware service when performing lawful interception because the current lawful interception scheme cannot accommodate direct communications; otherwise, we shall consider the lawful interception as one of basic use cases and requirements within the direct communication architecture itself. 
Discussion

This use case describes one or more proximity aware devices which are authorized by the law enforcement agency (LEA) are used to unobtrusively intercept the content of communication (CC) without terminating the ongoing proximity based telecommunications. It is undesirable to terminate the proximity service suddenly because of lawful interception. This termination may reduce the quality of service, increase latency of service, or increase the device power, and it may incur the user’s vigilance. 
For example, in Fig. 1, based on the location of the device1 and device2 which use proximity aware service, the LEA can authorize the device3 which is in the proximity region of the device1 and device2 to intercept the direct communication. The device3 may be an UE, a relay station, a femto station, or remote radio unit (RRU). The device3 may monitor the radio resource of the direct communication according to the control signalling from eNB. 
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Fig. 1 Overheard based interception use case 

Proposal

It is proposed to add the following to TR22.8xx (FS_ProSe).

*** First Change ***
5.2
Public Safety Use Cases

5.2.x
Overheard based lawful interception for PS

5.2.x.1
Description

An operator offers a service which makes use of ProSe feature, in which:

The operator configures an authorized device to monitor the direct communication using E-UTRA.

Pre-conditions
In addition to the above, the following assumptions are made:

The court authorizes Officer A to monitor Suspect A and Suspect B.

The operator shall assist Officer A to perform lawful interception.

Suspect A and Suspect B use ProSe-enabled devices;

Suspect A and Suspect B are subscribed to the same cellular operator;

Suspect A and Suspect B are currently residing on the same macro network;

Service Flows

The court authorized the law enforcement officer, Officer A, to intercept the communication of the targets, Suspect A and Suspect B.
Suspect A and Suspect B use device1 and device2 to exchange information including photo, video streaming, or voice using ProSe. No information exchange through a certain server is necessary to provide the ProSe.
Officer A uses a device to intercept the direct communication between device1 and device2. 

The intercepted information is transferred to the law enforcement monitoring facility (LEMF).
Post-conditions

Officer A successfully intercepts the content of the ProSe between Suspect A and Suspect B. 
5.2.x.2
Requirements

The requirements listed below are in addition to the requirements listed under the use case in Section 5.1
Requirements for overheard based lawful interception 
The Proximity System may provide the list of potential interception devices which can monitor the proximity service to the LEMF. 

The Proximity System shall be able to provide the identity of the proximity service to the authorized interception device(s). 

The Proximity System shall be able to provide the used radio resource of the proximity service to the authorized interception device(s). 

The authorized interception device(s) shall be able to filter the proximity service based on the identity given by the Proximity System. 

The authorized interception device(s) shall be able to buffer the intercepted information and then transmit the intercepted information to the LEMF. 
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