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1. Proposal
NAI as the device identifier is described in section 4.5 but has not been analyzed/discussed in section 9.  This contribution adds the analysis and discussion on NAI plus some editorial and technical changes.
It is proposed to agree on the proposed changes.
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9
Analysis

For future MTC schemes the following schemes could be considered for identification of the MTC device: 

	
	Pros
	Cons

	MSISDN (E.164) with existing number length
	-     existing number portability mechanism might be used
-     “Backward compatible” (current MTC identification scheme)

· No impact on billing systems
· Potentially compatible with non always on MTC devices
	· Numbering resource exhaustion

· Impacts for compatibility for interconnection with Internet



	MSISDN (E.164) with max length of 15 digits
	· No new standards required

· Can give a large number of additional MSISDNs
· May restrict the use of those MSISDNs in the PS domain and among MTC devices so as not to impact the CS domain and other non-MTC devices
	· May need changes to existing network equipment

· Impacts billing systems

	IMSI (E.212)
	-      Widely supported in mobile networks today (but not for session/call routing)
	· Impacts billing systems 

	Other Numbering Plan Indicator as supported by MAP such as Telex or use of a spare code as “MTC”
	· Can use the MSISDN parameter to carry the new device identifier
	· Not used (today) for call/session routing

· Need to define or redefine a new code point in MAP
· The address digit may be restricted to be 0~F and the identifier may be subject to a maximum  length of 20 digits or 10 bytes
· Requires some system upgrades (e.g. HSS)

	Uniform Resource Identifier (URI)

	· URI can be resolved to IP address by DNS

· Well known concept on Internet

· Widely accepted on Internet

· Can be used in conjunction with E.212

-      No IMS client needed on UE if SIP URI is not used
-      Virtually unlimited address space


	· Not used in today’s wireless network as a device identifier 

· May require some system upgrades (e.g. HSS)

· Requires IT backend support system upgrade (e.g. billing, provisioning systems)   

	SIP Uniform Resource Identifier, e.g. sip:MTCid@example.com 
	-      Supported by IMS
-      Virtually unlimited address space
	· 
· Requires IT backend support system upgrade (e.g. billing, provisioning systems)   

· Requires SIP stack in device

	TEL Uniform Resource Identifier (URI)
a. With a global number (e.g. tel:global-number or tel:national-number;phone-context=+CC)
b. With a private number (e.g. tel:number;phone-context=example.com)
	· Equivalent to E.164 numbers (MSISDNs)

· No billing system impacts 
· Not consuming E.164 resource
· IMS supports routing of this type of URI 

· Virtually unlimited address space
	· May need ENUM to translate MSISDNs to URIs then to IP address(es) to be used for routing. 

· Relies on E.164 if tel URI contains a global number
· Numbering resource exhaustion
· Not used in today’s wireless network as a device identifier
· Requires some system upgrades

· Requires IT backend support system upgrades (e.g. billing, provisioning systems)

	Fully Qualified Domain Name (FQDN), e.g.
MTCid.example.com 
	-       Widely used in Internet to identify hosts
-      Virtually unlimited address space
	· Not used in today’s wireless network as a device identifier 
· Require some system upgrades (e.g. HSS)
· 
· Resolution infrastructure may be  necessary (DNS) to retrieve IP address from a device’s FQDN
· Dynamic DNS updates for MTC devices are not trivial

· Impacts billing systems and provisioning systems

	*IPv4 address
	-       Generally supported in packet domain
	· Not suitable as public identifier but only as routing identifier

· Private IPv4 addresses cannot be used for routing from outside the 3GPP networks

	*IPv6 address
	-       Virtually unlimited address space
	· Not suitable as public identifier but only as routing identifier
· Not widely supported in Internet

	Network Access Identifier (NAI), e.g. MTCid@example.com
	· Widely used in PS accesses that use RADIUS or DIAMETER
· Virtually unlimited address space
	· Require some system upgrades (e.g. HSS)

· Resolution infrastructure may be  necessary (DNS) to retrieve IP address of a device using concatenated user part and domain part
· Dynamic DNS updates for MTC devices are not trivial

· Impacts billing systems


* This table does not intend to indicate the IP addresses can be used directly as MTC device identifiers.

Note: the above solutions are not necessarily exclusive.

9.1 MSISDN (E.164) with existing number length
As an addressing mechanism, MSISDNs work very well. They are the current primary means for addressing MTC devices, and will remain so in the near term. The E.164 number scheme is distributed geographically, with each country or region (e.g. North America) controlling how the numbers are allocated within their borders. In many regions, new numbers will become increasingly scarce. The United States has already enacted rather drastic measures to conserve these numbers to enable the supply to last long enough to get an alternative into place.

Current billing systems are typically oriented around MSISDNs, often using them as the primary keys to identify an account. Given the current situation, continuing to use MSISDNs has no impact on existing billings systems. The same is true of network switches.

9.2 MSISDN (E.164) with max length of 15 digits

The looming scarcity of E.164 numbers is the sole reason they are not suitable in the long term. Some regions can extend the size of their MSISDNs which will get them through approximately 2016-2018. For example, North America cannot extend the length of its MSISDNs, but expect that conservation measures will work through the mid-term.

One alternative to the current scheme is to extend the length of the MISISDN to 12 or 15 digits. This alternative is attractive in some regions. In others, such as North America, the entire network and switching scheme is built around a 10-digit MSISDN, and the costs to extend to 12 or more digits likely exceeds $100 billion.
With careful planning and coordination, it may be possible to assign those 15-digit MSISDNs only to the MTC devices that only communicate with their MTC servers via the mobile network operators’ gateways.  This would avoid changes to the network equipment in the CS domain and impacts on the GSM MAP protocol.  However, it would require the backend system upgrades and impact some network entities to handle longer MSISDN length.
9.3 E.212 Numbers (IMSI)

E.212 numbers (IMSIs) also serve as an effective addressing scheme as they are guaranteed to be unique to each device. However, their primary purpose is for authenticating devices as they connect to the network via the radio link (RAN) and this argues against making them public addresses. Current networks use the IMSI to address messages to the device. One function of the HLR is to translate the publically known MSISDN into a privately known IMSI.

In addition, the IMSI is not generally accessible when the device is connected over the Internet (i.e. not through the GGSN). To use an IMSI as an address in this situation, the domain name services (DNS) of the MNO would have to translate the IMSI into an IP address. This translation could be done by the HLR, and may actually be done in some cases.

Using E.212 numbers may require modifications to the existing billing systems. 

E.212 numbers are also geographically distributed, but within a region, each carrier is assigned a set of 10-digit IMSIs. Because these 10-digit ranges are not shared like they are for MSISDNs, the pool of available IMSIs is much larger. However, some carriers in some regions are running low on IMSIs and have had to request a second or third range tied to a new carrier code. 

9.4 Other Numbering Plan Indicator in MAP

3GPP TS 29.002 defines a set of numbering plan indicators, including their current assignments. E.164 and E.212 are two of these numbering plans, and each is assigned a code in bits 1-4, the field for numbering plan indicator of an address, in the GSM Mobile Application Part (MAP) defined in the TS. Three of the codes are currently marked as spare, and two others are marked as reserved for numbering plans that are now obsolete (e.g. X.121 for data numbering and F.69 for Telex numbering). Assigning any one of the spare or obsolete codes for use by MTC numbering would effectively create a very large pool of numbers for MTC devices, which means this alternative meets the large capacity requirement.

Because this alternative makes use of the existing framework, it is compatible with existing schemes. Because MTC numbers would be from a different numbering plan, however, it is likely that issues will arise around billing systems and cross-domain interconnection. Current billing systems that rely on MSISDNs would have to be modified to recognize the fact that some numbers that look like MSISDNs are not. Network switches may also have to be modified. Further it is not possible for a device on one numbering plan to access a device on another as there is no way to specify the target numbering plan in the outbound call. This would effectively make all machine type communications a closed system, and fails to meet inter-domain routing requirements, and may also negatively affect portability and provisioning.

9.5 Generic Uniform Resource Identifier (URI)

Not all MTC applications in Internet environment require SIP stack to communicate with each other.  Traditional IP socket type of connectivity will serve MTC just as well.  To facilitate human readability in MTC development and deployment, Uniform Resource Identifier (URI) can be used as generic identifier. URI enables interaction between resources over Internet using specific protocols (e.g. HTTP). 

Detailed URI syntax can be found in [3] 
9.5.1 SIP Uniform Resource Identifier (URI)

SIP URIs resemble email addresses in format and style. This makes the domain of possible URIs virtually infinite. Further, only the domain part of the URI needs to be an entry in the DNS, reducing the amount of data in the DNS. Only the domain part of the URI needs to be managed by the MNO. It is possible for a large customer to use their own domain name, allowing the customer to assign their own addresses. The customer domain may be shared amongst different MNOs, in which case the user part and the domain part together need to be used to find the serving MNO. Finally, the resemblance between SIP URIs and email addresses makes them usable by humans.

The primary benefit of using SIP URIs is not the URI or their management; it is the use of SIP that provides the most benefit.  The SIP URI can be used not only as the address for the intended device but also for discovering of and  routing to the “home” mobile network from another network. The 3GPP SIP based IMS framework provides for a number of built-in functions, including session management, authentication, routing, charging, push-to-talk, conferencing, instant messaging, and paging. Included in these functions is the necessary infrastructure to support SMS over IP. None of the other alternatives offer these functions.

Because SIP is a standard protocol operating at level 5, applications developed to run at levels 6 and 7 will work on any device and over any network that can transport IP packets. 

SIP URI can also contain MSISDN (e.g.  sip:+<MSISDN>@example.com;user=phone).
9.5.2 TEL Uniform Resource Identifier (URI)

TEL URIs are also identifiers supported by the Session Initiation Protocol (SIP). Same as SIP URI, it is created by IETF for the purpose of carry telephone number.   TEL URI can carry either a global number or a private number.  A global number can be carried in the TEL URI as shown in the two examples below.
     tel:+15714341234
     tel:5714341234;phone-context=+1
The use of the TEL URI that carries a global number is equivalent to the use of the MSISDN.
A TEL URI carries a private number that is specific to a domain as shown below.

     tel:1234567890;phone-context=example.com 

The private number, 1234567890, is meaningful within the example.com domain.
TEL URIs with a global number have dependency on MSISDN and can be used to get the IP address by using ENUM and DNS discovery mechanism. 
9.6 Fully Qualified Domain Name (FQDN)

The domain name scheme basically assigns fully qualified domain name (FQDN) to every device and is the current means by which every server on the Internet and most private networks are addressed. This is not necessarily an issue as it works very well with the current IP network infrastructure. However, it places a huge burden on the DNS servers. The mapping of every FQDN to an IP address (either v4 or v6) requires an entry in the DNS database. Using FQDNs to address MTC devices would cause an increase of FQDNs There are no capacity issues with using FQDNs.

Using domain names will require modifications to most existing billing systems. As each MTC device will likely continue to have an IMSI, existing networks should not be affected. Authentication may be affected if the device connects to the network over a link that is not on the radio network. This will likely require some intelligence, such as Generic Bootstrap Architecture (GBA) to reside on the MTC device. Provisioning will take on characteristics of server provisioning in a data center as each MTC device will have what amounts to a server profile.

9.7 IPv4 Address

 IPv4 addresses are not considered suitable as public identifiers, but only as routing identifiers.

Today, IPv4 addresses are the primary means for routing packets to any device connected to the Internet. IPv4 addresses are used within nearly every internal IP network as well (some network operators have transitioned to IPv6, but most are either in process or not yet starting that process). Every MTC device would need to be assigned a permanent IP address under this scheme. As an address resource, IPv4 addresses are even scarcer than MSISDNs. 

IP address conservation measures for years in an effort to continue to use IPv4 addresses. One consequence of these conservation efforts is the prevalent use of dynamic IP address assignment by network operators. This goes for MNOs as well as wired IP network operators. The very existence of network address translators (NATs) is due to these IP conservation efforts.

IPv4 addresses will work as an addressing mechanism for MTC devices, but only in the near term. Their scarcity argues against using them much longer than that. Further, IP addresses as a public address has proven to be less than friendly to human users, as anyone who has maintained an IP routing table can attest.

In addition, the use of IP addresses only works through level four of the OSI network model. Session management and authentication tools at level 5 need to be provided by the network or device operator. Standards exist for these upper levels, but using IP addresses to identify devices does not take advantage of them.

9.8 IPv6 Address

IPv4 addresses are not considered suitable as public identifiers, but only as routing identifiers.

IPv6 addresses offer the huge advantage over IPv4 as not being a scarce resource. It is possible to assign every device currently connected to the Internet and every device expected to be connected in the future (well beyond the 50 billion devices expected in the next 20 years) a permanent IPv6 address. However, IPv6 addresses are even less friendly than IPv4 addresses.

IPv6 addresses also have the same disadvantages of IPv4 when it comes to higher level functionality. Specifically, session management and authentication functionality would have to be provided by either the MNO or the device owner. Failure to use standards at this level will inhibit the interoperability of the device, especially when transferring the device from one network to another.

There may be some use cases where the session management and other functions provided by SIP are not required. In these cases, it is sufficient to use IPv6 addresses to address specific devices. Doing so requires the assignment of permanent IP addresses, but the large domain of IPv6 makes this practical as well as possible. It does preclude the dynamic assignment of IP addresses, but this may or may not be an issue. It is likely; however, that functionality provided by network operators and/or device owners will not be transferrable to other networks. Further, the software required to provide this additional functionality is likely as not to require more room than the standard SIP stack.

9.9 Network Access Identifier (NAI)

NAI has been widely used in PS accesses that use RADIUS or DIAMETER for Authentication, Authorization and Accounting.   It usually has a user part and domain part where the domain part contains a FQDN (e.g., MTCid@example.com).  If there is a need to use the NAI to retrieve the device’s IP address, the user part and the domain part need to be concatenated to form a FQDN for DNS resolution.  Issues identified for FQDN such as burden on the DNS servers and impacts on the existing billing and provisioning systems also applies to NAI.
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