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************* Begin First Change ******************
4.7
Use case 6: Automation of authentication method
4.7.1
Pre-conditions

The following pre-conditions apply to this use case:
-
The UE supports more than one option of access network based SSO authentication method (e.g., 3GPP GBA, 3GPP AKA, 3GPP ISIM, 3GPP SIP-Digest, EAP variants).
-
The UE supports user-entered SSO credentials (identity and password).
-
The UE and the Affiliated Application Service are capable of establishing a secure channel using a protocol with desired security properties (e.g., TLS).
4.7.2
Service flows

A user accesses an SSO (e.g., OpenID) supported Affiliated Application Service on a UE. The UE and SSO Provider agree on an SSO authentication method to be used to access the service without requiring further user involvement. The user proceeds to seamlessly access the service accordingly.
Some Affiliated Application Service Providers (e.g., banking service, cloud storage service) may require the protection of data communications for confidentiality and/or integrity assurance. To facilitate the desired protection,  a secure channel may be established between the UE and the Application Service. The user authenticates with the operator acting as an SSO Provider using operator-controlled SSO credentials. As a result of successful user authentication with the SSO Provider, a secure channel can be established between the Affiliated Application Service (e.g., banking service) and the authenticated UE. Note: The Application Service must be sure that a secure channel is established with the same UE that authenticated with the SSO Provider.
4.7.3
Requirements

-
When a user accesses an Affiliated Application Service, the UE and SSO Provider shall be able to agree on an authentication method to be used without requiring user involvement.
-
A different authentication method may be selected each time the user is to be authenticated for access to an Affiliated Application Service.
-
The SSO Service shall support interworking with Affiliated Application Services that require privacy of data communications between the UE and the Application Service.  Establishing and managing such data privacy shall not require additional user interaction.
************* End First Change ******************
************* Begin Second Change ******************
11
Suggested Requirements

11.1

Requirements for the UE
REQ_UE_001:
The UE shall support SSO authentication without user intervention based on operator-controlled credentials.
REQ_UE_002:
The UE shall support a request for user re-authentication from Affiliated Application Service Providers or the SSO Provider.
REQ_UE_003:
Transitions between 3GPP access and non-3GPP access technologies shall be transparent to the UE from an SSO Service perspective.
REQ_UE_004:
The UE shall be able to initiate the SSO Service regardless of the access technologies supported by the UE.
11.2

Requirements for an SSO Service
REQ_SSO_001:
The SSO Service provided by the SSO Provider shall provide secure seamless and transparent access to Affiliated Application Services to the user.
REQ_SSO_002:
The SSO Service provided by the SSO Provider shall provide secure seamless and transparent access to Affiliated Application Services for subscribers to the SSO Service using 3GPP or non-3GPP devices.
REQ_SSO_003:
The SSO Service shall be able to support the OpenID specification [aa].
REQ_SSO_004:
The SSO Service shall support authentication based on operator-controlled credentials.
REQ_SSO_005:
The SSO Service shall support varying user authentication assurance levels (e.g., from weak to strong) and freshness of the user authentication.
REQ_SSO_006:
The SSO Service shall support negotiation of an agreed authentication method between the SSO Provider and the UE each time the user is authenticated.
REQ_SSO_007:
The SSO Service shall support seamless service continuity between 3GPP access and non-3GPP access technologies during the same Affiliated Applications Service session.
REQ_SSO_00x: The SSO Service shall support interworking with Affiliated Application Services that require privacy of data communications between the UE and the Application Service.  Establishing and managing such data privacy shall not require additional user interaction.
************* End Second Change ******************
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