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1. Overall Description:

During the work on PWS, SA3 has discussed the role and architecture of the CBC and CBE nodes. For example, which of these nodes shall be the signing entity of the cryptographic signature used for PWS message validation? One aspect to consider is support for network sharing, for which case it has been decided (by SA2) that a CBC shall be shared amongst network-sharing operators, and thus be able to serve all customers of these operators. All network-sharing scenarios in combination with multi-PLMN RAT operations are hard to foresee, and it appears sound that, for PWS, cryptographic material used for the signature should not be operator specific. 

At SA3#64, the working assumption “The signing entity is on a national level” was taken, partly due to the above consideration. This working assumption can however be interpreted in different ways. Clear requirements would make the work with PWS security easier and more focused.

Another question that has been raised in SA3 is if there might be several CBEs sending different types of warning messages to a single CBC. If the CBEs use different signature keys, this would mean that the UE needs several active verification keys, which would need to be considered in the solution. 

As these are mainly architectural, regulatory, and liability related questions, SA3 kindly asks SA1 and SA2 for clear guidance on the role and architecture of the CBC and the CBE nodes.
Question A: Should the actual signing of the warning messages be done by the CBE or by the CBC?

Question B: On a national level, is there a single CBE or may there be several CBEs sending different types of warning messages?

2. Actions:

To SA1: 
SA3 kindly asks SA1 to answer question A and B.
To SA2: 
SA3 kindly asks SA2 to answer question A and B.
3. Date of next TSG SA3 Meetings:

TSG SA3 Meeting #66
06th – 10th February 2012
Vancouver

TSG SA3 Meeting #67 
21st – 25th May 2012

TBD
