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1. Introduction

This contribution proposes use cases and requirements for firewall traversal for operator hosted services.
2. Use cases
Operator deployed services:

Mobile operator hosts several IMS and non-IMS services. The typical non-IMS services hosted by the operator, in the packet domain include:
a) Device management services
b) Mobile Push services
c) MMS

d) Download services: apps, ringtones, music, movies etc

e) Web based services: voice, video etc
f) Location services: eg AGNSS via OMA SUPL etc.

g) etc

3. Discussion

Some of the above services may be consumed over non-3GPP accesses such as WiFi. In such scenarios, the firewall at the home network or enterprise network, where WiFi is being accessed, may block certain types of traffic unintentionally or by configuration. 

For those services that use HTTP port 80 (such as MMS download and other ‘typical’ download services), an off the shelf firewall may not pose much of a problem in blocking content. However, services such as device management, firmware push and protocols such as RTP, RTSP behind web based front ends could be blocked by firewalls on any of the following criteria – port, protocol or nature of content. 
In such scenarios (especially in the case of home or small/medium enterprises), the operator may be able to remotely configure firewalls on site of the home/SME based on a trust relationship. In doing so, the operator still has to honor any requirements of the home/SME, such as blocking certain types of traffic, be it from an operator service or other sources. 
In many instances of Small/Medium Enterprise and home deployments, the operator may often provide bundled solutions, which may encompass IT services besides connectivity. These IT services could come in the form of email services, CPE hardware, security software (anti-virus, anti-spam, firewall etc). In these types of bundled solutions, the trust relationship is automatically established. 
4. Conclusion
One of the effective ways of providing firewall traversal is via the operator being able to remotely configure firewalls on site of the home/SME based on a trust relationship. In remotely configuring firewalls, operator shall honor any requirements of the home/SME, such as blocking certain types of traffic, be it from an operator service or be it from other sources. 
It is proposed to discuss this in SA1 to determine whether this is a reasonable approach/requirement for firewall traversal.
