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Introduction

In many instances a user will rely on single-purpose applications on his device (e.g., smart phone) to access and obtain a service from a relying party (RP). In fact, for smart phones services may be obtained more through these dedicated applications, or perhaps applications that give users access to a number of similar services (e.g., palette of instant messengers, multi-station entertainment casts, multi-institution financial services) than through browsers. Sometimes the user will receive the benefit of additional services, such as notification of sales when using, for example, an app that is dedicated to the given service. Non-browser apps are becoming ubiquitous for smart phone users (note: As per last meeting’s discussion regarding language simplification, the word “application” in this contribution will refer to any application by which a user accesses a service from an RP).
The existing use cases from TR 22.895 therefore are proposed to be described in a more generalized way to reflect their applicability to applications used for access to internet services.
Also, the terminology used throughout the document needs to be aligned with the definitions in clause 3.1. Note: Several existing use cases contain the term “web service” whereas the Definitions clause contains the term “Application Service (Provider)”; while we have proposed consolidating on the general term “application service”, web services can be thought of as a subset of application services so we have retained the term in those use cases where the distinction appears to (or could be construed to) have meaning.
Proposal

For approval.

* * * First Change * * * *

Introduction
To ensure competitiveness in a longer time frame an evolution of the overall 3GPP system needs to be considered.
This document investigates the functionality and requirements needed to integrate Single Sign-On (SSO) and identity management capabilities within the 3GPP network and their corresponding offered services.  The Single Sign-On (SSO) feature enables an operator to become an Identity Provider and leverage existing 3GPP services and authentication mechanisms to grant access to Affiliated Application Services located outside the operator’s domain without additional user intervention.
The Single Sign-On (SSO) framework is characterized by:
-
positioning the operator as the preferred Identity Provider;
- 
executing user authentication for Affiliated Application Services using 3GPP authentication mechanisms and infrastructure;
- 
providing reliable and robust secure credential handling;
- 
cost-efficient deployment and operation; and
-
delivering convenience and ease of use for the consumer accessing Application Services (on a mobile device).
* * * Second Change * * * *

1
Scope
The Single Sign-On (SSO) framework integration with 3GPP network resource and services intends to execute a comprehensive set of use cases and service requirements to serve various operator authentication configurations.
The scope of the Single Sign-On (SSO) integration study is to:
- 
Provide service and deployment scenarios for operators adopting an integrated approach to SSO, including web, person-to-person and M2M service scenarios.
-
Provide transparent identification and seamless authentication to web services on behalf of the user.
-
Support a comprehensive set of use cases of integration of different Identity and SSO frameworks (e.g., OpenID) for various operator authentication configurations.

-
Define use cases and provide service requirements for Operators sharing controlled user credentials with Affiliated Application Service Providers.
-
Define use cases and service requirements associated with ensuring that the intended user is making use of the associated SSO capability (including the case when the UE has been stolen or lost).
-
Realize the Identity Provider role within the 3GPP network ecosystem and its influence among outside internet web service providers.
-
Provide an enhanced user experience with secure, reliable access and authentication to Affiliated Application Services.
* * * Third Change * * * *

4
Use cases, services and user groups 
4.1 
Introduction

This clause investigates a set of use cases for integration of different Identity and SSO frameworks (e.g, OpenID) with the 3GPP networks set up for various authentication configurations (e.g. with and without GAA/GBA via TR 33.924) . It also explores service requirements for Operators that enable authenticated access to Affiliated Application Service Providers. 


The following common pre-conditions are assumed for all use cases:

· The Operator provides an SSO Service.
· The user has a service subscription with SSO support.
· The user has at least one data service account.
· The user agrees to the terms and conditions to use SSO with the Operator.
· The user agrees to the terms and conditions to use SSO with the  AffiliatedApplication Service.
· Service agreements and charging schemes are already in place between Affiliated Application Service Providers and Operators.
· The user is able to access the Application Service via devices registered with the Operator.
4.2 Use case 1: Affiliated Application Service Access 

4.2.1 Pre-conditions

A user has purchased a subscription plan that includes an operator managed SSO Service.   The user has multiple Application Service accounts and IMS-based domain services already established.  The user’s device is a non-3GPP device (e.g., fixed consumer device) and does not have a UICC/smartcard.

· Operator acting as an SSO Provider has pre-provisioned the SSO credentials within the network and non-3GPP device.
· 
4.2.2 Service Flows

A user has an established service with an operator and relies on his operator to provide an SSO Service. The user wishes to use a 3rd party movie service such as Netflix, to access his personal account to select and view a movie of his choice, on a consumer device. Immediately upon entering the service, the user is seamlessly and transparently connected to his account without providing login and password credentials. The user freely selects a movie and watches it using an application on his device, without interruption. 
The user is transparently authenticated by an SSO Service which is provided by the operator. The absence of a UICC in this scenario necessitates the use of non-UICC based credentials. More specifically the means of network access for this scenario could, for example, employ the use of SIP-Digest or PKI based credentials.

4.2.3 Requirements

· The SSO Service provided by the operator shall provide secure seamless and transparent access to Affiliated Application Services for non-3GPP devices lacking a UICC.

Editors note:  Potential requirements are TBD
4.3 Use case 2: Multiple Service access to Operator service and Affiliated Application Service

4.3.1 Pre-conditions

A user has purchased a subscription plan that includes the SSO Service.   The user has multiple Application Service accounts and operator services such as IMS-based domain services or mobile data services already established.  

· Login and access credentials are already secured within the network and UE. 
· Applications are installed on the UE if needed to access a service.
4.3.2 Service Flows

A user is using an operator service such as IMS messaging services and wishes to add an Affiliated Application Service.  Immediately upon accessing the service through an application, the user is transparently connected to his account without providing login and password credentials.
Editors Note: Potential requirements are TBD

4.4 Use case 3: Mobility access to Affiliated Application Services across Operator domains

4.4.1 Pre-conditions

A user has purchased a subscription plan that includes the SSO Service.  The user has multiple Application Service accounts and IMS-based domain services already established.  

· Login and access credentials are already secured within the network and UE. 

· 
4.4.2 Service Flows

A user is on a train watching, an Internet TV show on his laptop using LTE. The viewing mechanism can be any application used for accessing the service. As the user travels and moves from one Operator network to another, the SSO Service manages the change in Identity providers seamlessly, transparently and without delay.  The user watches the TV show without interruption.   





· 

4.5 Use case 4: Accessing an Affiliated Application Service using OpenID
A user, who has a subscription with a mobile network operator, accesses an Application Service which supports OpenID, for example an online photo service. The user’s network operator is also an OpenID identity provider. Upon making a request, which contains the user’s OpenID identifier to the online photo service, the user gains an authenticated access to the photo service for viewing access-protected photographs without being involved in the authentication procedure. 

4.5.1 Pre-conditions
· The user’s network operator is also an OpenID identity provider;
· The OpenID identifier has been established by the network operator;
· The online photo service is an Application Service that supports OpenID; and
· The online photo service trusts the user’s network operator for the user authentication. 

4.5.2 Entities involved in the use case

The following entities are involved in the authentication procedure:

· User with the user equipment (UE), which is capable of running a web client or a dedicated application, and communicating with the appropriate operator credentials; 

· Application Web server — an entity providing an online photo service – that plays the role of a Relying Party; 

· OpenID identity providing service (OP), which is controlled by the operator; and
· Operator’s HSS.
4.5.3 Additional requirements for the entities participating in the authentication

· Requirements for UE


UE must be capable of:

· Authenticating with the use of operator controlled credentials . 

· Conditions for the application web server (Relying Party)

The application server must be able to support OpenID specification [aa] 

· Requirements for the OP 

OP must be able to:

· Perform authentication based on operator controlled credentials.

· Serve as an OpenID identity provider

Editors Note: Potential requirements are TBD
4.6 Use case 7: User Authentication

4.6.1 Pre-conditions

The following pre-conditions apply to this use case:

· The UE is equipped to recognize a certain pre-defined condition (e.g., an event such as power-up of the UE, request from network) to trigger authentication of the user.

· The UE securely stores the user’s SSO authentication credentials.

· The UE is provisioned with an operator’s policy that governs triggering of the user authentication.

4.6.2 Service Flows

According to Operator provisioned policies, the user is authenticated by the UE. Upon successful authentication, the UE then securely stores the time when the authentication was carried out. Later, the user proceeds to access an OpenID supported application service. The UE retrieves and presents the identity and evidence of local authentication (e.g., time of successful authentication), and assurance level of authentication to the application service. The application service receives the evidence, and upon inspection, grants the user access to the service transparently (i.e., without requiring the user to be further involved in the authentication procedure).

4.6.3 Requirements

· The Operator shall be able to configure policies which govern the user authentication procedures, on the UE.

· Affiliated Application Service Providers shall be able to request a user re-authentication. 

· The user shall be authenticated according to the service providers’ authentication assurance level and freshness of the authentication.

4.7 Use case 6: Automation of Authentication Method

4.7.1 Pre-conditions

The following pre-conditions apply to this use case:

· The UE supports more than one option of access network based SSO authentication method (e.g., 3GPP GBA, 3GPP AKA, 3GPP ISIM, 3GPP SIP-Digest, EAP variants).

· The UE supports user-entered SSO credentials (identity and password).

4.7.2 Service Flows

A user accesses an SSO (e.g., OpenID) supported Affiliated Application Service on a UE. The UE and SSO Provider agree on an SSO authentication method to be used to access the service without requiring further user involvement. The user proceeds to seamlessly access the service accordingly.

4.7.3 Requirements

· When a user accesses an Affiliated Applications Service, the UE and SSO Provider shall be able to agree on an authentication method to be used without requiring user involvement.

· A different authentication method may be selected each time the user is to be authenticated for access to an Affiliated Applications Service.

4.8 Use case 7: Seamless Service Detection, Redirection and Supply of Credentials by a UE

4.8.1 Pre-conditions

The following pre-conditions apply to this use case:

· A user has previously registered his SSO identifier(s) with appropriate Identity Provider(s) (IdP(s)). 

· NOTE: There may be multiple SSO methods and IdP providers supported by the UE (e.g., OpenID, Liberty Alliance). 

· The user has registered with the IdP(s) and stored his SSO credentials (e.g., identity and password) in the UE.

4.8.2 Service Flows

Current SSO services require the user to view a screen and recognize when credentials are being sought and supply manually the credentials upon request. In order for the user to avoid having to recognize and entering his or her credentials manually, possibly having to repeat this process for each and every service, the process needs to be automated by the UE.

4.8.3 Requirements

· The UE is required to automatically detect a request for credentials from the Affiliated Application Service Provider and SSO Provider, possibly requiring this action for several service providers, and supply the credentials automatically without user intervention.

4.9 Use Case 8: Seamless transition between 3GPP access and non-3GPP access

4.9.1 Pre-conditions

· A user has a subscription with the mobile network operator that includes SSO Service.
· The UE supports access via 3GPP and non-3GPP networks.
· The social network is a web service that supports SSO Service.
· The social network service trusts the user’s network operator for the user authentication. 

4.9.2 Service Flow

A user has a User Equipment (UE) that is able to establish a connection both via 3GPP networks and via non-3GPP networks (e.g., public or private WLAN). The user has a subscription that includes a single sign on service with a mobile network operator and accesses an Affiliated Application Service Provider (ASP), for example a social network. The user gains an authenticated access to his social network account without being involved in the authentication procedure. The SSO Service asserts authentication to the ASP regardless of the access technology over which the user may be connected. A transition from or to non-3GPP access is seamless and transparent to the user.  

4.9.3 Entities involved in the use case

The following entities are involved in the authentication procedure:

· User with the user equipment (UE), which is capable to establish an IP connection via both 3GPP access and non-3GPP access.

· Application Service Provider— an entity providing a social network service. It plays the role of a Relying Party. 

· SSO Service, which is controlled by the operator.
· Operator’s HSS.
4.9.4 Requirements

· The SSO framework shall be able to support seamless transitions between 3GPP access and non-3GPP access technologies during the same SSO service session.

· Transitions between 3GPP access and non-3GPP access technologies shall be transparent to the user from an SSO service perspective. 

· The user shall be able to initiate the SSO service regardless of the access technology, using the following credentials .......

Editors note:  The list of credentials to be considered is yet to be finalized.

· . 

4.10 Use case 9: User identity acknowledgment for SSO usage 

A user submits a notification to the operator when he becomes aware that his UE is stolen or lost. Subject to the user’s request, the operator pauses SSO support for the user. When he want to access an Affiliated Application Service, he is requested to provide login and password credentials. Additionally, if he submits evidence that he is the intended user the SSO support can be resumed by the operator.

4.10.1 Requirements
When an operator receives a notification from a user that his UE is lost or stolen, the operator shall pause the SSO support for that user until evidence is provided by that user to resume the SSO support.

When the SSO support for a user is paused, any further attempt to access a service shall require the user to be authenticated via other form of credential(s).

************* End Changes ******************







3

