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Introduction
At the 3GPP SA2 #86 meeting in Naantali a contribution S2-113825 was approved that poses a number of questions related to small data MTC requirements. A number of the issues and questions that the SA2 document introduces are related to SA1 service requirements on MTC small data.
This document looks at the questions, proposes some answers where appropriate and proposes some text changes for TS 22.368. These changes are implemented in a proposed CR in S1-112135. Aim is to achieve a KISS (Keep It Simple Stupid) approach to MTC small data.
Discussion

S2-113825 lists the following questions. For each of the questions we discuss how SA1 service requirements may provide the clarifications needed.
1. What are the data size requirements?   Does the small data feature need to support sending thousands of bytes per interval?  Or less than 100 or 200 hundred bytes per interval?  

a. Additionally, TS 22.368 states “The definition of a small amount of data shall be configurable per subscription or by network operator policy.” Which means the upper bound can vary depending on subscriber or network policy.  The UE will need to know if there is an operator policy on the size limit prior to using the small data feature and the network will need to police the data sizes using the small data feature to ensure it is being used per subscription and operator policy.

b. Is there a requirement to pass to the UE e.g., at ATTACH, information on what is upper bound (size, frequency,…) that the UE may exchange over the VPLMN as part of its “small data subscription”

c. Is there a requirement to pass from VPLMN to HPLMN (and to MTC server) information on what is upper bound (size, frequency,…) that an UE may exchange over the VPLMN as part of a “small data” service?

Service Requirement Analysis: 
Providing very specific limits to the data size for small data may exclude specific solutions. SA1 requirements should not be used to exclude specific solutions. SA2 can evaluate different solutions taking into account the maximum size of small data messages that the particular solution can manage. Nevertheless, indicating a range of values may be helpful. Based on anticipated use cases, solutions that provide anything from 128 to 1024 octets will be helpful. Solutions that provide less than 128 octets will be too restrictive. Solutions that provide more than 1024 octets provide more than what is required for small data transmissions.

There is no requirement to dynamically inform the UE of the upper boundary for small data messages (e.g. in an attach). It is assumed that the UE is configured to stay within the boundaries. This is a valid approach for most MTC applications. Operator and/or subscription policy for upper boundary of small data messages should not be more complicated than similar policies for MMS, Instant Message, or USSD.

The network shall be able to police the size of small data messages. Operator policies shall be policed in the HPLMN and may be policed in the VPLMN. Subscription based upper limits are assumed to be within the operator policy boundaries and may be policed in the HPLMN only.

There is no upper boundary or policing on the frequency of small data messages. 

2. What is the frequency of sending the data?  Is it bursty?  The signalling load varies depending on the frequency of data transmissions. With an IP based solution today the following are possible:

a. Is the data transmission frequency so seldom that the UE detaches after sending data and then needs to attach (including authentication/security) and obtain a PDP/PDN context? This is very signalling intensive compared to the amount of data being sent.  

b. Is the frequency often enough that the UE can stay attached but would need to obtain a PDP/PDN context?

c. Is it frequent so that the PDP/PDN context exists but the UE needs to transition between idle and connected modes where radio bearers and S1 connections are established and released?

d. Is it very frequent so that the PDP/PDN context exists and the UE is kept RRC/MM connected in DRX – e.g., used with Smartphones that send small data very frequently?

Service Requirement Analysis:
The cases a. and to some extend b. above apply to MTC use cases. Frequency of small data messages can be as low as once per year. The cases c. and d. are more related to MOSAP use cases.

The current requirement already indicates that the state prior to a small data message is either attached or detached. We should add that the UE is assumed to return to the same state after the message is sent. This indicates we are talking about cases a and/or b.
3. What are the security requirements? 

a. What level of security needs to be provided by the network (e.g., AS or NAS encryption) for the “small data” feature?  Will the application be providing security in an end to end approach between the UE and MTC application?  

b. Is the core network more vulnerable to Denial of Service Attacks if user data is sent over the control plane?

Service Requirement Analysis
This is more a SA3 matter. SA3 has done some analysis of DoS attachs for small data. 
An end-to-end application layer approach to providing security seems acceptable. But there are no specific service requirements in this area.
4. What are the mobility management requirements?  Do handovers during small data transmission need to be supported, or retransmission of lost data after the “mobility” event (from RAN point of view, it will be a radio link failure followed by cell reselection)?   HO support requires AS security active, going for HO will involve more messages.  If the data is infrequent and short, then retransmission may be sufficient. 

Service Requirement Analysis
There are no specific service requirements related to mobility management wrt small data. Solutions with handovers, or with retransmission of lost data are both acceptable from a service point of view.
5. Is an IP-Based solution required or can a control plane solution be used? This decision will have a direct impact on the design of the application in the UE and network (i.e., with an IP based communication, the feature is transparent to the application and MTC User, whereas the application needs to send small data with specific APIs otherwise). This impact is to be considered for the UE and for the MTC network application.

a. TS 22.368 subclause 7.2.5 requires support for efficiently transporting small amounts of data.  It does not dictate user plane or control plane solution. 

b. SMS over control plane is widely deployed and can be optimized to be more efficient.

i. ETSI M2M allows an “out of band” solution. Each device will have a list of PoCs (Point of Contacts) which are used to send “out of band” data. This provides a means for the device or the network platform to send information by means of SMS, or other means.

ii. However, if the amount of data is large per interval (e.g., more than a few concatenated SMSs) then an SMS/control plane based solution may not provide an efficient solution.  Additionally an SMS/control plane based solution is likely not usable with split terminals (separate TE and MT).

iii. A control plane solution will have a load impact on the MME.  TS 22.368 states that it is expected that MTC devices/identifiers will be at least two orders of magnitude higher than for human-to-human communications.  It would be more efficient to transfer small amounts of data via SMS rather than establishing packet connections as it can avoid maintaining the PDN connection and setting up of data bearers and security in the RAN; However this requires the control plane to support transmitting user data for this magnitude of devices.  

iv. With the popularity of SMS between humans, any SMS optimization that is made for MTC improvements could also benefit traditional SMS users. 

c. In order to efficiently transport small data in an IP-based solution, an extensive study on EPS architectural enhancements may be required to determine an efficient solution.  

Service Requirement Analysis
From a service requirement point of view, both IP based solutions as "out of band" solutions are acceptable. Other arguments made are architecture (SA2) related.
6. What are the charging requirements?  If event based charging, then at least every network passed through will generate at least one charging record for every message. So the internal network charging traffic may actually be a greater load on the network than the actual passing of the data. The CDRs may also be larger than the amount of data supported.  Additionally, the MME currently does not generate CDRs.

Service Requirement Analysis
The HPLMN shall be able to charge the subscriber per individual small data message. Charging and accounting between operators may be done on a bulk basis (e.g. similar to SMS traffic).
7. We need align key issue description of the Small Data transmissions with requirement defined in SA1 spec TS22.368;
TS 22.368 Subclause 7.2.5 Small data transmissions

The MTC Feature Small Data Transmissions is intended for use with MTC Devices that send or receive small amounts of data.

For the Small Data Transmissions MTC Feature:

-
The system shall support transmissions of small amounts of data with minimal network impact (e.g. signalling overhead, network resources, delay for reallocation).

-
Before transmission of small amount of data, the MTC Device may be attached or detached to/from the network.

-  The definition of a small amount of data shall be configurable per subscription or by network operator policy.

Service Requirement Analysis
None.
8. How to handle subscription aspects related to small amount data transmission? 
a.  Different MTC application may have different requirement on the range for small data. Do we need multiple definitions for the amount of small data in one subscription?
b.  If the answer is “yes”, can those definitions in one subscription being shared by another subscription? Then,
c.  Under different network situation and base on network policy, the network should be able to choose which definition of small data amount to be used. 
Service Requirement Analysis
There is no need for a per MTC application definition of small data within one subscription. At most some kind of gold/silver/bronse subscription approach is needed where different subscriptions have different upper boundaries for small data messages.
Conclusion

Based on the analysis of service requirements above, the following clarifications of MTC Small Data are proposed:
7.2.5
Small data transmissions

The MTC Feature Small Data Transmissions is intended for use with MTC Devices that send or receive small amounts of data.

For the Small Data Transmissions MTC Feature:

-
The system shall support transmissions of small amounts of data with minimal network impact (e.g. signalling overhead, network resources, delay for reallocation).

-
Before transmission of small amount of data, the MTC Device may be attached or detached to/from the network. The MTC Device is expected to return to the same state some time after the transmission of small amount of data.
-
An upper boundary for the amount of data in a small data transmission shall be configurable per subscription or by network operator policy. The HPLMN and VPLMN shall support policing of the upper boundary as per HPLMN or VPLMN network operator policy. The HPLMN may support policing of the per subscription upper boundary. 
NOTE:
 The suggested upper boundary for the amount of data in a small data transmission is between 128 and 1K (1024) octets.

-
The HPLMN shall support counting individual small data transmissions per subscription. Charging and accounting of small data transmissions between operators may be done on a bulk basis.
