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Introduction

This document proposes suggested requirements for clause 10 in TR 22.895 v0.1.0. The requirements proposed herein are collected from the use cases and are aggregated into functional sets.
Proposal

For approval.

* * * First Change * * * *

10
Suggested Requirements

10.1

Requirements for the UE

REQ_UE_001:
The UE shall support authentication based on SSO Provider controlled credentials.
REQ_UE_002:
The UE shall support automated authentication based on SSO Provider and operator controlled credentials.

REQ_UE_003:
The UE shall support reporting of user authentication assurance level and the freshness of the user authentication during the automated authentication with the SSO Provider.

REQ_UE_004: 
The UE shall be configurable with SSO Provider policies that govern the user authentication procedures.
REQ_UE_005:
The UE shall support a request for user re-authentication from 3rd Party Application Service Providers or the SSO Provider.

REQ_UE_006:
The UE shall support negotiation of an agreed authentication method with the SSO Provider each time the user is authenticated.
REQ_UE_007:
The UE shall automatically detect a request for redirection from a 3rd Party Application Service Provider to authenticate with the SSO Provider.
REQ_UE_008:
The UE shall automatically detect a request for credentials from the SSO Provider and may supply the credentials automatically without user intervention.
REQ_UE_009:
Transitions between 3GPP access and non-3GPP access technologies shall be transparent to the user from an SSO Service perspective.
REQ_UE_010:
The UE shall be able to initiate the SSO Service regardless of the access technology, using the following credentials and authentication methods:
Editor’s note: The list of credentials and authentication methods to be considered is FFS.
10.2

 Requirements for an SSO Service provided by an operator
REQ_NO/SSOP_001:
The SSO Service provided by the SSO Provider shall provide secure seamless and transparent access to 3rd Party Application Services to the user.
REQ_NO/SSOP_002:
For an operator who supports non-3GPP mobility interworking, the SSO Service provided by the SSO Provider shall provide secure seamless and transparent access to 3rd Party Application Services for non-3GPP devices lacking a UICC.
REQ_NO/SSOP_003:
The SSO Provider shall support the OpenID specification [aa].
REQ_NO/SSOP_004:
The SSO Provider shall support serving as an OpenID identity provider.
REQ_NO/SSOP_005:
The SSO Provider shall support authentication based on operator-controlled credentials.
REQ_NO/SSOP_006:
The SSO Provider shall support varying strengths of user authentication based on user authentication assurance levels (e.g., from weak to strong) and freshness of the user authentication procedure.
REQ_ NO/SSOP_007:
The SSO Provider shall support negotiation of an agreed authentication method with the UE each time the user is authenticated, without user intervention.

REQ_NO/SSOP_008:
For an operator that supports non-3GPP mobility interworking, the SSO Service shall support seamless transitions between 3GPP access and non-3GPP access technologies during the same 3rd Party Applications Service session.
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