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1. Discussions
In use case of Distributed Denial of Service (DDoS), it shows a very important scenario which would overload the networks and UE either intentionally or accidentally.
 
In these days, network firewalls are very smart and can block most of DDoS traffic to prevent the traffic to be transmitted over air interface. The current potential requirements -  “Mechanisms shall be provided which allow the network to detect abnormally high data patterns and to provide countermeasures to protect the network and subscribers from data surges that are caused, either intentionally (e.g due to design) or accidentally (e.g. due to bad implementation), by Mobile Data Applications” will serve this purpose although it may be redundant to have the words - “that are caused, either intentionally (e.g due to design) or accidentally (e.g. due to bad implementation)” in the requirements.

However, if the malicious DDoS traffic is already transmitted over air interface and reaches to UE, it would be desirable for the UE not to respond to the DDoS rather than send more traffic and signaling over the air interface and networks, which will result more traffic over air interface, radio access network and core network and overload air interface, radio access network or core network. Especially the air interface normally is the bottleneck in cellular systems. Additionally, the UE can notify the network of such malicious incoming traffic so that further actions can be taken by the network such as to improve the network firewall rules. Therefore, the requirements for networks and UE for this use case shall be different and shall be separated as well. This contribution provides new texts to separate the potential requirements.
2. Proposed new texts

----------------------Start of the change ---------

7
Potential Requirements

Editor’s note: This clause describes the high level potential requirements.

The network shall be able to provide the capability to reduce the overheads associated with the transport of huge volume of small data packets generated by non-MTC mobile data applications.
Editor note: some of these mechanisms may be already defined/being developed in 3GPP
The system shall be able to provide capabilities to minimise the signalling surge caused due to Mobile Data Application behaviours such as keep-alives, status updates, instant messages etc.

The 3GPP system shall be able to provide mechanisms to optimize the traffic due to large number of live streaming sessions for the same content from a given source outside of the 3GPP network.

Mechanisms shall be provided which allow the network to detect abnormally high data patterns and to provide countermeasures to protect the network and subscribers from data surges.
Mechanisms shall be provided by the UE to report to the network upon detecting malicious incoming data traffic and provide countermeasures not responding to such type of traffic in order to avoid overloading.
 ----------------------End of the change ---------

