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Introduction

This document provides additional requirements for TR 22.988.

Proposal
For approval.

* * * First Change * * * *

3.1
Definitions

For the purposes of the present document, the terms and definitions given in TR 21.905 [x] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [x].

MTC Device: A MTC Device is a UE equipped for Machine Type Communication, which communicates through a PLMN with MTC Server(s) and/or other MTC Device(s). 

NOTE: 
A MTC Device might also communicate locally (wirelessly, possibly through a PAN, or hardwired) with other entities which provide the MTC Device “raw data” for processing and communication to the MTC Server(s) and/or other MTC Device(s). Local communication between MTC Device(s) and other entities is out of scope of this technical specification. 

MTC Server: A MTC Server is a server, which communicates to the PLMN itself, and to MTC Devices through the PLMN. The MTC Server also has an interface which can be accessed by the MTC User. The MTC Server performs services for the MTC User.
MTC User: A MTC User uses the service provided by the MTC Server. 

MTC Subscriber: A MTC Subscriber is a subscriber, i.e. a legal entity having a contractual relationship with the network operator to provide service to one or more MTC Devices. 
NOTE: 
Typically a M2M service provider is the party holding subscriptions in order to provide connectivity between MTC Devices and the MTC Server. In practise certain roles can collapse, e.g. the network operator acts as the same time as Service Provider.




5
High level Service Aspects

5.1
What are the high level requirements for alternatives to E.164 for machine-type communications? 

<editors note>: we need to further clarify the difference between addressing, identification, numbering and routing. 

Any alternative addressing scheme needs to take into account the services provided to the MTC device. There are 3 types of service that need to be considered:

Voice or video (e.g. portal) service 
SMS service
Data service
MTC Applications have long moved away from using CS services in favour of PS service for MTC so only very small percentage of newly deployed solutions will be relying on this CS service. Given this, much less emphasis on solving the MSISDN issue WRT to CS services is required. One of the remaining issues in that respect is that as underlined in the previous section accessing PS service will require authentication to the mobile network which may directly or indirectly (eg in IS systems) MSISDNs.
SMS is still frequently used by even newly deployed MTC applications, however, MTC applications do not require SMS, MTC application only require a mechanism to send MT messages to the UEs. SMS is currently used for that purpose. Some applications however do require MO messages from the UEs. The SMS is sent to trigger the UE to setup a PDP connection to the server or to trigger device management connection. This requires specialize SMS handling in the UE and MTC Server. Always-on PS connections are not used due to; lack of publically routable IPv4 address space,  lack of PS capacity in the CN (e.g. GGSNs), lack of PS only network support and TBD. 

Currently device management (e.g. OMA DM) also uses SMSs for triggering the device to initiate a PDP connection and contact the device management server. If the device was able to maintain an always-on PS connection, the device management could use an IP method e.g. SIP Invite to initiate a device management session which is support by popular DM protocols e.g. OMA DM. 

There are several scalable options for device identification in the PS domain: SIP URI, FQDN, or IPv6.  IPv6 could be used for both device identification and message routing purposes but requires the CN and the MTC Server to support IPv6. Although the deployment of IPv6 in the network is within MNO control, the deployment of IPv6 with an external MTC Server is not so IPv6 is an unlikely solution  given <1% of servers in the world support IPv6 now. SIP URI, FQDN or a proprietary application level ID does not require IPv6 but does require special clients in the UE and possibly additional services in the CN.  
Due to the shortage of publicly routable IPv4 addresses, IPv4 is not a scalable alternative for identification. It can however be used for routing if a NAT is used by the CN. But if a NAT is used, the problem of MT messages needs to be solved without the use of SMS or SIP that requires a MSISDN (some solutions have been identified in TR 23.888 and this is currently a requirement already in TS 22.368).
For MTC devices, the requirements for an alternative addressing scheme are as follows:
<editors note: whether we want to consider circuit switched voice, circuit switched data and SMS in the short term, mid term and long term is FFS>

5.1.1
Large capacity
The addressing scheme will need to cater for at least two orders of magnitude more than needed for human to human communications. The addressing scheme will need to be able to handle a minimum of 50 billion devices.
It should therefore have a large capacity, be flexible and scalable. It should also be capable of uniquely addressing any MTC device globally.

<editor's note: we need to also look at the identification schemes (e.g. IMEI, IMSI) >

5.1.2
Compatibility with existing schemes

Any new addressing scheme will need to be compatible with or at least be capable of working with existing schemes including E.164 and E.212 and also IP addressing for data session services. 

The use of SIP allows MTC devices for any given customer to reside on any operator’s network. DNS routing automatically directs traffic via the correct network. 

IP connections require an open connection between the MTS device and the server. This connection is maintained by the network access hardware, the network adapter in hard-wired device, or the radio in a mobile device. To minimize the power requirements, MTC devices should maintain the connection using network-facing hardware, much like the hardware that today listens for CS signalling..

SIP requires some intelligence to reside on the MTC device, usually in the form of a SIP stack, to allow the device to generate and respond to SIP commands such as REGISTER and INVITE. Given the short bursty nature of MTC traffic, SIP messages could be used to carry the payload data, eliminating the need for a more sophisticated protocol stack that occupies more space.

IPv6-addressing for MTC services diminishes the significant risk that some national numbering and dialling plans will run out of numbers in the near future, especially with the wide introduction MTC services.

A long-term solution that depends on a rapid world-wide grow-curve of MTC service deployment is needed and points towards consideration of IPv6 addressing in combination with identifiers defined after, for instance SIP-addresses, URIs/URLs, as the most feasible strategic solution.

Applying specific MTC solutions utilizing IPv6-addressing and corresponding identifiers in core and radio networks is important to properly cover the large capacity of MTC devices deployment expected by year 2013 and extending over and beyond the next two decades.

5.1.3
Impact on existing systems and hardware
The implementation of an alternative MTC addressing scheme should not require significant changes to the existing mobile network radio and core network components (e.g. HLR/VLR). Similarly, significant changes to the USIM should be avoided. It is less important if there have to be changes to the functions of the Mobile Terminal to support a new addressing scheme as for many MTC applications, new, specific devices will probably be produced. 
When a SIP-enabled device powers on, it registers its location (IP address) with its network
. This location is forwarded to the DNS so that inbound packets can be routed to the device. Once registration is complete, the main part of the device may power down, so long as part of the device is listening to the network for “wake-up” packets, similar to the way GSM devices continue to listen for inbound SMS messages.
5.1.4
Provisioning
It should be possible to use an alternative addressing scheme with minimum change to the MNO’s existing provisioning systems.
5.1.5
Number portability
Number (device identity) portability may need to be supported for MTC Devices in some cases or be irrelevant depending on the applicable national regulatory requirement, (see ECC report on M2M numbering http://www.erodocdb.dk/Docs/doc98/official/pdf/ECCREP153.PDF ).  

5.1.6
Charging
The alternative addressing scheme should be capable of identifying the MTC device for charging without major changes to the Operator billing systems.
5.1.7
Services
The alternative addressing scheme should support all services required by the MTC application including Voice, SMS and Data communication. It should support both Mobile Originated and Mobile Terminated calls/sessions.
Editor’s note: Will be expanded by further contributions.
5.2
What are the security, reliability, and priority handling requirements alternatives to E.164 for machine-type communications?

Any alternative addressing scheme should provide the same level of security and reliability as the current addressing schemes
. An alternative scheme should support priority working.

Any alternative addressing scheme should allow the addressing of the MTC device and/or USIM for software updates. This includes new device software (e.g. operating system, applications) and updates to the USIM using the existing remote update mechanisms. It should also allow access for controlling the MTC device (e.g. ability to switch the MTC device on/off, control its use). 

5.3
Are there any implications due to roaming?

 Roaming must still be supported by any alternative addressing scheme. This includes support of national and international roaming (both persistent and permanent roaming).

5.4
Are there any implications to hand-over between access networks?
Handover between access networks (e.g. GSM/GPRS to UMTS) should be possible with any alternative addressing scheme. 
6
MMI Aspects
Editor’s note: This clause describes high level MMI issues/aspects 
The main point of interface to these machines is through the carrier’s message gateway. The gateway is a web service that accepts SOAP messages addressed to one or more machines. The gateway uses the information in the HSS to translate the SIP URI to the current IP addresses (IPv4 or IPv6) of the machine, then transmit the message payload using SMS over IP or IM paging mode. If the payload is short enough, it can be sent directly in a SIP message. A carrier may choose to put a web site in front of this server to allow human users to manage, manipulate, and send messages or commands to machines. Behind this interface, though, lies the same web service used by the customer’s systems.
7
Charging Aspects

Editor’s note: This clause describes high level charging issues/requirements
Networks that support IP traffic are already set up to charge for it. Many network operators charge by the megabyte or gigabyte. For M2M communications, the traffic for all of the devices owned by a given customer can easily be collected, rated, and billed in the aggregate or by device. This allows for great flexibility in the possible billing arrangements between customers and carriers. Any new scheme should also make it possible to differentiate between M2M traffic and “normal” interpersonal calls.
8
Security Aspects

Editor’s Note: This clause describes high level security issues/requirements
SIP has built-in security, using a three-way handshake (INVITE/OK/ACK) to mutually authenticate sender and receiver. Authentication is done using shared certificates, or using dynamic keys such as those generated by Generic Bootstrap Architecture (GBA) [7]. In addition, many of the parameters to be used for the session are negotiated during this process.
9
Conclusion

Note: the goal would be to identify the list of TS/TRs that may potentially be impacted (need to be reviewed) to confirm that they support “IP only” M2M addressing (long term scenario)



10
List of requirements for alternatives to E.164 for machine-type communications
Mid Term

· Support PS Only subscriptions without an assigned MSISDN (already a requirement in TS 22.368)

· Support new SMSC interface which uses an alternate ID field from MSISDN

Longer Term

· Efficiently support MT IP messages (such that SMS is not required) 

Annex A 
Addressing: Addressing is a means for a sender of a message to identify the recipient. The message is handed over to a network which then makes use of identification and routing mechanisms in order to deliver the message. Addressing and Numbering are often use interchangeably, but they are not exactly the same thing. Numbering is a subset of addressing. A SIP URI is an address, but it is also potentially an identifier. A device need not be aware of an address assigned to it by the network (a SIP URI is just an address in this case).
Identification: An identifier is a tag or label assigned to a particular device to allow the device to communicate with a network. GSM devices are assigned a number of identifiers, including the IMSI. A SIP URI could be used as an identifier, especially if the device knows it and it is used as part of the network authentication process.
Numbering: Numbering is a specific form of addressing that uses E.164 or E.164-like number sequences to address a message for a receipient. The number assigned to a device is used only by senders trying to reach the device, but is often confused as an identifier for the device itself. In reality, the device may have no knowledge of the number or numbers assigned by the network to address messages destined for the device.
Routing: Routing is information about a device that is used to find the device in the network. The structure of an IPv4 address very clearly demonstrates this, as do the country code, area code, and prefix information in an E.164 phone number. Each portion of the address or number helps the network identify hierarchical components that progressively narrow down to a single device.
�I took a shot at these definitions, adding text to section 3.1. I make no claim as to their suitability and highly recommend that they be edited.


�Technically, the device registers a session with the SIP server on the network. The network assigns the IP address in most cases, except when DCHP is not used. IP addresses are typically assigned when the device powers on, which is also when SIP sessions are registered.


�SIP URIs are typically assigned by customer (MTC application owner) and are naturally portable between MNOs.


�Ideally, it would be better since the current scheme as known holes in it.





