SA WG3 Temporary Document

Page 1
-


​3GPP TSG-SA1 (Services) — SA1#54


  S1-111247
9-14 May 2011
Xian
Source:
InterDigital, Inc., Sagem-Orga
Title:
New Use Case for User Authentication
Document for:
Discussion and approval

Agenda Item:
9.6
Work Item / Release:
SSO Int/Rel-11
1
Introduction
Traditional SSO techniques, such as the OpenID protocol, require authentication of the user to be done between the user (using his/her UE) and a web-based SSO provider’s server, requiring OTA communication for the authentication part of the SSO. In some newer techniques recently studied in 3GPP SA3 (e.g. TR 33.980, 33.924 or 33.914), the UE acts as a delegate of the user and performs the authentication protocol for the user by performing the authentication protocol using access network credentials. The advantages of these newer techniques include minimization of user actions involved with user authentication and utilization of the strong access network authentication for the SSO authentication (thereby gaining strength in the security of the protocol). In other words, these newer techniques improve traditional user-action based methods in terms of both security and user-convenience. We also note that in these techniques, the ‘user-action’ is largely delegated to, and replaced by ‘UE-action’.
In this new use case, we consider a new type of scenario where security and user convenience may be further improved by delegation of the user authentication task to the UE. Here, the UE (or part of it that is trusted enough) takes on the role of ‘authenticator’ of user identity. By then utilizing the strong security of network-based authentication to produce and securely deliver an authentication token (e.g. a user-identity assertion) toward the service provider (RP). 
We describe a corresponding new use case and derive several requirements to be included in Section 4 of TR 22.895.
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************* Begin Changes ******************
4.X Use case Z: User Authentication

4.X.1 Pre-conditions

The following pre-conditions apply to this use case:
1. The UE is equipped to recognize a certain pre-defined condition (e.g. an event such as power-up of the UE, request from network, etc) to trigger authentication of the user.

2. The UE  securely stores the user’s SSO authentication credentials.

3. The UE is provisioned with an operator’s policy that governs triggering of the user authentication.

4.X.2 Service Flows

According to Operator provisioned policies, the user is authenticated by the UE. Upon successful authentication, the UE then securely stores the time when the authentication was carried out. Later, the user proceeds to access an OpenID supported application service. The UE retrieves and presents the identity and evidence of local authentication (e.g. time of successful authentication, and assurance level of authentication to the application service. The application service receives the evidence, and upon inspection, grants the user access to the service transparently, i.e., without requiring the user to be further involved in the authentication procedure.

4.X.3 Requirements

.

1. The Operator shall be able to configure policies which govern user authentication procedures, on the UE.
2. Third Party service providers shall be able to request a user re-authentication. 
3. 
4. 
5. 

6. The user shall be authenticated according to the service providers authentication assurance level and freshness of the authentication.
************* End Changes ******************
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