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1. Introduction 

With hundreds of thousands of mobile data applications developed by amateur developers on open platforms such as Android and Apple iOS, the emergence of malicious mobile data applications has become alarmingly high [1][2]. So far most of the malicious programs are targeting on the UE subscribers, such as stealing users’ identities, contacts, or making premium SMS/phone calls without users’ knowledge [3]. In this paper, we identify a potential attack scenario as large number of infected UEs launching coordinated attacks that cause significant impacts to the operations of wireless networks and make both the operators’ networks and subscribers as victims.
2. Discussion
2.1 Use case
Distributed Denial of Service (DDoS) attacks are usually involving one computer instructs multiple (infected) computers to attack multiple networks or hosts, using infected computers to mount a more powerful, coordinated attack [4]. The effects of DDoS attacks are usually in the form of inundating the victim networks/hosts and blocking legitimate visitors.

In the context of Mobile Data Application DDoS attack in wireless broadband networks, the attackers target in paralyzing the wireless networks and taking the network and subscribers in hostage. The attackers’ strategy can be described as the following. The attackers first publish the malicious programs, often disguised as legitimate applications, on the open development platform for users to download. The attackers can easily keep track of how many users have downloaded the program, for example by using the download counter provided on the development platforms. When there are enough number of users downloaded and unknowingly infected their devices with the malicious program, the attackers utilize the back-door left at the malicious program (e.g. Trojan horse) to coordinate simultaneous attacks toward the wireless network. 
2.2 Issues
1) Formats and impacts of the attacks: In one form of the attack, the attackers can coordinate the infected devices to initiate continuous and possibly synchronized attach requests to overwhelm the access network, causing congestions in both radio links and backhaul links. On the other hand, the attackers can coordinate the infected devices to initiate useless but bandwidth-demanding traffic, both uplink and downlink, to inundate the data network. The impact of such attack is waste of resources and potentially causing overage data charges to the subscribers.
In addition, both types of attacks can cause severe damage to the wireless network by blocking legitimate users to use the network and potentially overload and bring down the network for temporary out of service.

2) Scale and affected areas of the attacks: the scale and affected areas of the attacks will depend on geographic distribution of infected devices. If large numbers of infected devices in one cell launch attacks at the same time, the radio links become the victim. If the infected device are distributed across in a vicinity of area that covered by a few cells, the coordinated attack will likely congest the backhaul and network elements in access network, e.g. processing bottleneck in MME or S-GW, or congested links between eNB-MME/S-GW.
It is worth to note that, with the increasing popularity of devices capable of position techniques, the attackers might leverage such capability to initiate geo-targeted attacks that aim to take down strategic areas that are of high importance of operators’ deployments.

3) Challenges in attack detection and issues of false alarm: it is hard to detect Mobile application oriented DDoS attack as they are hard to be distinguished from legitimate access requests/congestions from regular UEs.

2.3 Requirements

The EPS and UE shall be able to provide mechanisms to detect and provide countermeasures to protect the network and subscribers from Distributed Denial of Service (DDoS) Attacks caused by Mobile Data Applications 
3. Conclusion and Proposal
We propose to add the use case, issues and requirements as described above in TR 22.801. The references below should also be included in TR 22.801.
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