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1 Introduction
In the current version of TR 22.896 v 0.1.0 only mobility of LIPA => MRA data sessions is considered. This contribution proposes a use case for MRA => LIPA. 
In addition it also introduces the important use case of a VPN, provided by an enterprise (the H(e)NB Hosting Party), which should survive such a mobility event.
The current contribution proposes to include the use case as well as related potential service requirements in sections 5 and 6 of TR 22.896
2 Proposal
 We propose to include the following use case into section 5 of TR 22.896.
5.x
Use Case x
5.x.1
Description

The situation:

A company has a contract with the mobile operator, who enables “Local IP Access” (LIPA) to all employees of the company. With LIPA employees are able to access the company’s intranet from their laptops (which are capable of 3GPP data connection) via the H(e)NBs installed at the premises of the company.
Additionally, the “Managed Remote Access to home based network” (MRA) service is provided to the employees. With MRA employees are able to access the company’s intranet outside of the company’s premises. 
In order to ensure privacy of the company’s intranet towards the mobile operator the company has installed a VPN, that is used on top of the IP connectivity provided by the network, whenever an employee accesses the intranet using LIPA or MRA. 
An employee regularly uses the train for his way to the office. Since his commuting time on the train is relatively long he starts his laptop, connects via MRA + VPN to the company intranet, and starts working on a document which is stored on a server in the intranet. As he couldn’t finish his work during the train ride he leaves the train with his laptop still running – the data session is still ongoing – and resumes his work sitting at his desk in the office. 
At that time the data session has been handed over from the macro network to a H(e)NB in the company’s premises and continues as a LIPA session. The VPN connection is not affected.
Description:
Continuity of data sessions

Depending on operator settings the network may support continuity of data sessions to the local network according to the following scenario: 

· If a UE in the macro network has an ongoing data session to the local network (using MRA) and is handed over to a H(e)NB (which allows LIPA access to that local network) then the data session is continued as a LIPA session.
· Continuity of a data session to the local network needs to be sufficiently seamless as to allow a VPN connection over that data session to continue.

Charging

Access of a UE from the macro network to the local network of a H(e)NB (MRA) may be charged independently from (or in addition to) LIPA. 

Security

A H(e)NB Hosting Party may, in addition to network provided security, require additional – non 3GPP specified –security measures (e.g. VPN) for UEs that access the local network via LIPA or MRA. A mobility event turning a MRA session into a LIPA session or vice versa should allow a VPN connection over that data session to continue.

We propose to include the following use case into sections 6.2 and 6.4 of TR 22.896.

6.2
Requirements on Session Continuity

The following requirements on session continuity need to be added to TS 22.220: 

· The network shall be able to provide continuity of a LIPA session for a UE as a Managed Remote Access session to the home based network (MRA session) when a handover from H(e)NB to the macro network occurs.
· The network shall be able to provide continuity of a MRA session for a UE as a LIPA session when a handover from macro network to the H(e)NB occurs
· The network shall be able to provide continuity without any change to the IP address and port numbers via which the UE can be reached from within the residential/corporate IP network.

· Any interruption of IP data flow as a result of handover should be kept to a minimum. 

· The operator shall be able to enable/disable session continuity between LIPA and MRA sessions.

· Based on operator policy the user shall be made aware of a handover of an ongoing data session to a local network if the handover occurs between macro network and H(e)NB.

· Based on operator policy the user shall be given the opportunity to reject continuation of the ongoing data session after such handovers. Alternatively the UE may be configurable to always accept or reject continuation of the ongoing data sessions.


6.4
Requirements on Security

The following requirements on security need to be added to TS 22.220: 

· The network shall provide access to the residential/corporate IP network via LIPA as well as via MRA only to authorized UEs. 
· A H(e)NB Hosting Party may, in addition to network provided security, require additional – non 3GPP specified –security measures (e.g. VPN) for UEs that access the local network via LIPA or MRA. 
A mobility event turning a MRA session into a LIPA session or vice versa should allow a VPN connection over that data session to continue.
Editor’s note: The following requirement may be covered in a different usecase:
It needs to be ensured that a firewall at the border of the residential/corporate IP network allows the traffic connection for MRA.

