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1. Introduction

TS22.228 section 5 has specified the 
requirements for support of NAT in IMS, but the scenario of firewall (FW) traversal is not mentioned. 

This discussion paper motivates FW traversal requirements for IMS. In particular it shows, how we’ll suffer if FW traversal is not supported.

2. Discussion
IMS users can access IM CN via all kinds of IP connection and it can be easily found that FW(s) may locate between users and IM CN, especially when users access IMS though enterprise network.

2.1 IMS flow may stuck when there is FW 
(A) Limitation on protocol type in FW

The FW configuration may allow a given set of types of protocol to pass, and others can not, e.g. only HTTP flow can go through the FW. In such situation, SIP/RTP packets will be dropped in FW, and this is fatal to IMS.


[image: image1]
(B) Limitation on UDP ports

Commonly, RTP is transmitted upon UDP, besides, in IMS the media port number is randomly picked from a long range. UDP is connectless, so UDP flow is more difficult to monitor than TCP. For security consideration, UDP may be forbidden or the UDP ports range may be limited in FW. If this happened, the IMS media flow could not be established.
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(C) SIP ALG in FW

Some FWs have SIP ALG function, which means that the FW may modify SIP messages. In common case, the FW vendors, the IMS vendors and operators can’t make an agreement on how to modify the SIP messages; as a consequence, IM CN might view the modified SIP message of a “bad message” and then reject it. 
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2.2 Service requirements on FW transversal 
Due to the reasons listed above, if there is FW(s) between users and IM CN, IMS service may fail. One may argue that all the problems can be avoided by re-config the FW. But, in many scenarios, to config FW is not possible. One may access IMS via all kinds of networks, e.g. home network, enterprise network, Starbucks wlan, it’s difficult to make sure how many FWs are on the path, not even say to config the FWs. So it is better to enhance IM CN to overcome FW blockage without any modification on FW.
3. Conclusion
We believe that it’s necessary to enhance IMS to support FW traversal. So it’s proposed to approve the CR S1- 111106.
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