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Introduction
Traditional SSO techniques, such as the OpenID protocol, operate on an assumption that the  authentication mechanism and/or credentials used for such authentication are already pre-determined for the user before the user engages himself with his/her attempt to obtain applications service using a SSO service provider. If the UE, however, supports more than one option for the access network authentication method and/or credentials, then the current methods do not address giving the user a user-friendly and seamless experience. Additionally, the network Operator has no way to specify the preferred authentication method and/or credentials.

We describe a corresponding new use case and derive several requirements to be included in Section 4 of TR 22.895. 
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************* Begin Changes ******************
4.X  Use case W: Selection and Indication of Preferred Access Network Authentication Method and Credentials

4.X.1 Pre-conditions

The following pre-conditions apply to this use case:
1. The UE supports more than one option of access network authentication method (e.g. 3GPP GBA, 3GPP AKA, 3GPP ISIM, 3GPP SIP-Digest, EAP variants, etc).

2. The UE supports user-entered SSO credentials (identity and password).

4.X.2 Service Flows

A user accesses a SSO (e.g. OpenID) supported application service on a UE. The UE complies with an Operator provisioned policy and selects a preferred access network authentication mechanism and the appropriate credentials. The UE then indicates the selected access network authentication mechanism within the SSO authentication protocol. The network recognizes the selected preferred access network authentication mechanism and authenticates the user. Upon successful authentication, the rest of the SSO operation (e.g. UE redirection to the RP to obtain service) takes place. 

4.X.3 Requirements

1. The UE shall be provisioned with Operator policies to govern the selection of the preferred access network SSO authentication mechanism when accessing an application service.

2. The Operator shall be able to configure policies on the UE, to select the preferred access network SSO authentication mechanism.
3. The UE shall be capable of indicating the network access authentication mechanism being used in the SSO authentication protocol with the network.

4. The strength or assurance level (c.f. [NIST-800-53]) of user authentication for various different available authentication methods shall be utilized in the selection and application of authentication method, as governed by operator policy

************* End Changes ******************
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