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1 Introduction
This contribution proposed to add two additional MRA scenarios in the section 5.1.1 in TR22.896. 
2 Discussion
The scenario of MRA in TR22.896 introduced that the UE could access the local IP network from the macro network and could maintain the service continuity during the handover between the (e)NB in Macro network and the H(e)NB within the local IP network.
In this scenario, the access point from which the UE could access the local IP network is the (e)NB in the macro network, however, other possibilities, e.g. accessing the local IP network from the H(e)NBs which is not connected to the local IP network, are not mentioned in current TR. The following examples describe these possible scenarios.

Example1: Bob is watching a movie stored in a server in his home network using his smart phone via LIPA. Then he wants to share this movie with his neighbour John. So he takes his smart phone to John’s home, leaving the coverage of his H(e)NB. Since Bob has subscribed to the MRA service, Bob still can access his movie server as a MRA session through the H(e)NB in the John’s home, as shown in figure1. Bob can watch the movie without disruption when he goes to John’s home. When Bob returns home, the MRA session could still continue as a LIPA session.
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Figure1 Continuity between a LIPA session in the local network and a MRA session from a H(e)NB whose CSG is considered as a 'visited' CSG
Example2: Bob is downloading a file in his office from a server connected to the enterprise local network using his smart phone via LIPA. Then he needs to meet his customer in the coffee shop on the opposite side of his office. So he takes his smart phone to the coffee shop, leaving the coverage of his H(e)NB in the local network. Since Bob has subscribed to the MRA service, Bob still can access his local network as a MRA session through the H(e)NB in the coffee shop, which is deployed by the operator as a supplementary coverage of macro network, as shown in figure2. And the file downloading to his phone continues without disruption during the handover. When Bob returns his office, the MRA session could still continue as a LIPA session.
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Figure2 Continuity between a LIPA session in the local network and a MRA session from a H(e)NB as a supplementary coverage of macro network
Based on above mentioned description, in the scope of MRA, the scenarios and corresponding potential requirements of “access the local IP network from the H(e)NBs outside it” should be included.

3 Proposal
It is proposed to add two MRA scenarios and corresponding potential requirements in the section 5 & 6 in TR22.896.
*************************** The First Change ************************
5
Use Cases

5.1
Use Case 1: Continuity of a MRA session from Macro Network


A user has subscribed to the “Managed Remote Access to home based network” (MRA) service that had been offered to him by his operator in addition to LIPA. 

The user has recorded a movie last night from TV on a server (e.g. set-top box, PC) connected to the local network (home-based LAN). During breakfast in the kitchen he starts watching the movie – it is streamed to his smart phone which is accessing the server in the local network via LIPA. Soon he walks out of the house, leaving the coverage of his H(e)NB. In the macro network he still can access his local network and the video streaming to his phone continues without disruption during the handover. 
Streaming via LIPA or MRA is only supported by best effort QoS. 
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Figure1 Continuity of a MRA session from Macro Network
5.2
Use Case 2: Continuity between a LIPA session in the local network and a MRA session from a H(e)NB whose CSG is considered as a 'visited' CSG
Bob has subscribed to the MRA service that had been offered to him by his operator in addition to LIPA. 

Bob is watching a movie stored in a server in his home network using his smart phone via LIPA. Then he wants to share this movie with his neighbour John. So he takes his smart phone to John’s home, leaving the coverage of his H(e)NB. Since Bob has subscribed to the MRA service, Bob still can access his server as a MRA session through the H(e)NB in John’s home, as shown in figure1 and the movie continues without disruption during the handover. When Bob returns home, the MRA session could still continue as a LIPA session.
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Figure2 Continuity between a LIPA session in the local network and a MRA session from a H(e)NB whose CSG is considered as a 'visited' CSG
5.3
Use Case 3: Continuity between a LIPA session in the local network and a MRA session from a H(e)NB as a supplementary coverage of macro network
Bob has subscribed to the MRA service that had been offered to him by his operator in addition to LIPA. 
Bob is downloading a file in his office from a server connected to the enterprise local network using his smart phone via LIPA. Then he needs to meet his customer in the coffee shop on the opposite side of his office. So he takes his smart phone to the coffee shop, leaving the coverage of his H(e)NB in the local network. Since Bob has subscribed to the MRA service, Bob still can access his local network as a MRA session through the H(e)NB in the coffee shop, which is deployed by the operator as a supplementary coverage of macro network, as shown in figure2. And the file downloading to his phone continues without disruption during the handover. When Bob returns his office, the MRA session could still continue as a LIPA session.
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Figure3 Continuity between a LIPA session in the local network and a MRA session from a H(e)NB as a supplementary coverage of macro network
5.4
Description:

The “Managed Remote Access to home based network” (MRA) service

The operator that enables LIPA access for the H(e)NB may additionally offer “Managed Remote Access to home based network” (MRA) as a service to his customers.

This service can be offered to 

a) the Hosting Party of the H(e)NB as a optional – additional –  feature to LIPA (could be separately charged)

and 

b) UEs that are members of the CSG of the H(e)NB and have subscribed to LIPA

If a UE has subscribed to MRA for a specific CSG and the Hosting Party of a H(e)NB of that CSG also has activated MRA then the network supports access of the UE from the macro network or H(e)NBs which are not connected to that local network to the local network of that H(e)NB.
Continuity of data sessions

Additionally, depending on operator settings in his network, the network may support continuity of data sessions to the local network: 

· If a UE has an ongoing data session to the local network via the H(e)NB using LIPA and the UE is moving out of coverage into the coverage of a macro (e)NB or a H(e)NB which is not connected to that local network and a handover to the macro network or the H(e)NB which is not connected to that local network occurs then the data session is continued as a MRA session.

· If a UE is under coverage of the macro network or a H(e)NB which is not connected to that local network and has an ongoing data session to the local network (a MRA session) and the UE is moving into coverage of the H(e)NB and a handover to the H(e)NB occurs then the data session is continued as a LIPA session.

Continuity of data sessions to the local network implies in particularly that the IP address/port numbers through which the UE can be reached from the local network is not changed during handover. Interruption of data sessions should be kept to a minimum, however the user may notice the different QoS before and after handover.

Charging

Access of a UE from the macro network or H(e)NBs which are not connected to that local network to the local network of a H(e)NB (MRA) may be charged independently from (or in addition to) LIPA. E.g. an operator may wish to charge for the traffic generated in the macro network when the UE has access from the macro network to the local network of that H(e)NB.

This potential difference in charging implies that the user should be made aware of a handover of an ongoing data session to a local network if the handover occurs between macro network or H(e)NBs which are not connected to that local network and H(e)NB.

In addition the user should be given the opportunity to reject continuation of the ongoing data session after such handovers.

Alternatively the user may wish to configure his UE in a way as to always accept or reject continuation of the ongoing data sessions.

Security

Access to the local network behind a H(e)NB –through LIPA as well as through MRA – is only allowed to authorized UEs.  Therefore no protective measures (firewalls) by the H(e)NB’s Hosting Party are required. 

Of course it is possible for the H(e)NB Hosting Party to use additional access control mechanisms (e.g. using a password) to restrict access of UEs to the local network. However, such additional access control is out of scope of 3GPP standardisation.
6
Potential Service Requirements

6.1
Requirements on Managed Remote Access

6.2
Requirements on Session Continuity

The following requirements on session continuity need to be added to TS 22.220: 

· The network shall be able to provide continuity of a LIPA session for a UE as a Managed Remote Access session to the home based network (MRA session) when a handover from H(e)NB to the macro network occurs.
· The network shall be able to provide continuity of a LIPA session for a UE as a Managed Remote Access session to the home based network (MRA session) when a handover from H(e)NB in the local network to a H(e)NB which is not connected to that local network occurs.
· The network shall be able to provide continuity of a MRA session for a UE as a LIPA session when a handover from a H(e)NB which is not connected to the local network to the H(e)NB in that local network occurs.  
· The network shall be able to provide continuity without any change to the IP address and port numbers via which the UE can be reached from within the residential/corporate IP network.

· Any interruption of IP data flow as a result of handover should be kept to a minimum. 

· The operator shall be able to enable/disable session continuity between LIPA and MRA sessions.

· Based on operator policy the user shall be made aware of a handover of an ongoing data session to a local network if the handover occurs between macro network and H(e)NB.
· Based on operator policy the user shall be made aware of a handover of an ongoing data session to a local network if the handover occurs between a H(e)NB which is not connected to the local network and the H(e)NB in that local network. 
· Based on operator policy the user shall be given the opportunity to reject continuation of the ongoing data session after such handovers. Alternatively the UE may be configurable to always accept or reject continuation of the ongoing data sessions.

Editor’s note: The following requirement may be covered in a different usecase:
The network shall be able to provide continuity of a MRA session for a UE as a LIPA session when a handover from macro network to the H(e)NB occurs.

6.3
Requirements on Charging

The following requirements on charging need to be added to TS 22.220: 

· The network shall support differential charging depending on whether a UE is accessing the residential/corporate IP network using LIPA or accessing it from the macro network via Managed Remote Access. 
· The network shall support differential charging depending on whether a UE is accessing the residential/corporate IP network using LIPA or accessing it from a H(e)NB which is not connected to that residential/corporate IP network via Managed Remote Access.
6.4
Requirements on Security

The following requirements on security need to be added to TS 22.220: 

· The network shall provide access to the residential/corporate IP network via LIPA as well as via MRA only to authorized UEs. 

Editor’s note: The following requirement may be covered in a different usecase:
It needs to be ensured that a firewall at the border of the residential/corporate IP network allows the traffic connection for MRA.

************************ End of The First Change **********************
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