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1
Introduction

This contribution proposes some text for the Security Aspects clause in TR22.894.  
2
Proposed text
Below is the proposed changes to TR22.894:
8
Security Aspects

Editor’s note: This section describes the security aspects.

The following scenarios have been identified for possible security requirements:
-
Because data on the INIPUI Registry may be considered as private user data, access to the INIPUI Registry needs to be limited to entities that require access in order to provision and/or query INIPUIs.
-
To avoid the scenario where the Shared Domain Name is hijacked in theINIPUI ecosystem, during the INIPUI Registry provisioning there is a need for the INIPUI Host to ensure that the Domain Name Owner controls the Shared Domain Name in the Internet ecosystem. 
-
To protect against malicious attacks, the INIPUI Registry itself needs to be secure.

The last two bullets are outside the scope of 3GPP.
The first bullet is a valid concern and results in the following potential requirement:

-
An IMS Operator accessing an INIPUI Registry, for either provisioning or query, shall provide the INIPUI Registry with credentials that indicate that the IMS Operator is allowed access.
