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1. Introduction 

This document first discusses the relationship between mobile data applications and their potential adverse system impacts. We then look into the problem when some mobile data applications’ update and keep-alive messages cause the UE to flip between idle-active modes very frequently which results in signaling inefficiency and energy consumption problem. 
2. Discussion
2.1 Mobile data applications and their adverse system impacts

Today, there exist hundreds of thousands of mobile data applications for smartphones and tablet devices [1][2]. Many of these applications utilize the mobile broadband connections available on smartphones and tablets to provide various types of communications to the users. While some of these applications focus on more “traditional” use cases such as web browsing or email reading, other emerging applications such as social networking applications help the users to “stay connected” with their friends on the go. Below is a short list of different categories of mobile data applications:

· Web browsing

· Email

· Weather/News updates
· VoIP (Skype etc)

· Social Networking (Facebook)

· Geo services (Google places/location-targeted ads)

· Online games

· Messaging (SMS and instant messaging)
· etc

A recent study [3] noted that the way smartphone social networking applications transmit and receive status update messages can cause significant signalling congestions in 3G networks. There are other operational characteristics of the mobile data apps, such as small data transmission and frequent start or stop of services that can cause adverse impacts to the mobile network.
As shown in Fig.1, we observe that, there is a many-to-many mapping between the mobile data apps and their operational characteristics/potential problems. We notice that, such mapping implies that
· One application can potentially cause multiple problems to the network

· Different applications can contribute to the same problem to the network, thereby aggravating the problems observed in the EPC and RAN.
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Fig. 1. Many-to-many mapping between the mobile data applications and potential adverse system effects

In the subsequent sections we analyze the operational characteristics of different category of these applications and try to understand the adverse impacts of these operational characteristics on the EPC, RAN and UE.
2.2 Mobile data applications’ status updates and keep-alive messages
Recent studies [4][5] have shown diverse usage of smartphone applications and have investigated the UE power management impacts from the mobile data application traffic when the users directly interact with the phone. However, the impacts of mobile data applications’ background traffic, generated when the phone is inactive, remain not well studied. Particularly, the frequent background traffic generated from mobile data applications due to status update and keep-alive messages requires more attention.
· Keep-alive messages: 

· VoIP apps such as Skype and Fring generate keep-alive messages from once every 30 seconds to every 8 minutes [3][6]

· Content and Presence Status update messages

· Social networking applications such as FindMe generate status update messages upon geographic position changes. The frequency of such messages ranges from sporadic over a day (e.g. changing from home to work to gym then back to home) to periodic up to every 60 seconds [7]

· Social networking servers push content and presence update messages of the subscriber’s friends to the applications on the phone (e.g. Facebook posts the activities when your friend “likes” a particular article or “becomes a fan” of a particular group). The frequency of such content and presence update messages is estimated in the order of every few minutes [see Annex]

We note that, there are two more aspects that can aggravate the extent of impacts of these status update and keep-alive messages. 
· These messages can be mobile-originated (MO) or mobile-terminated (MT), e.g. periodic FindMe messages can come from change of location of your friends or can come from the updates of your own location. 
· It is not uncommon that a smartphone will install multiple applications, where each application generates these update/keep-alive messages autonomously. 
As a result, the aggregate of status updates and keep-alive messages from multiple mobile data applications can cause non-negligible and frequent (up to every 30 sec to every few minutes) background traffic even when the users are not directly interact with the phone. 
In the following sub-section, we discuss how these background messages may impact the UE and/or the EPS.
2.3 Frequent idle-active state transitions caused by mobile data applications’ status update and keep-alive messages

According to TS 23.401 [8], eNB may initiate S1 release procedure to move UE from ECM-CONNECTED to ECM-IDLE upon detection of user inactivity. As a result, when the average frequency of background messages is greater than the inactivity timer at eNB, the UE will have to cycle among idle, wake up, re-establish the connection, send or receive the update message(s), go back to idle, in order to deliver these status update messages.
Fig. 2 further illustrates the timing when the UE experiences such frequent idle-active mode transition problem. From the left-most of the figure, after the phone finishes some data traffic, it stays on active mode for a while and switches to idle state to save power. Soon after the phone enters idle, application #1 generates an update message and the phone wakes up, transmits some signaling messages to establish the connection. We note that, the phone might consume more energy in sending signaling messages than it’s in active mode but sending no message. After establishing the connection, it sends the update message and again stays in active state for a while before going to idle state. This cycle repeats as other applications also send/receive update messages (e.g. some MT update messages pushed by the server of app #2 and MO update messages generated by app #3). 
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Fig.2. Timing when the smartphone experiences such frequent idle-active mode changing problem

We can see that, when the phone constantly flips between active and idle state, there are two problems observed.

· Increased control plane signaling: 
There are excessive signaling overhead (both in RAN and in CN) to just send these occasional, very small update messages. To send just one update message, it may take one round of idle-active transition which may incur significant signaling overhead, including multiple RRC messages in RAN (e.g. Service Request, Radio Bear Establishment/Release, and Paging when message is MT) and EPC signaling messages (e.g. Service Request, Contect Setup/Release, Access Bearer Release). 
· Reduced battery life of UE:

In the worst case scenario, when multiple applications generate update messages soon after the phone enters idle state, the energy consumption of the phone increases due to constantly flipping between active and idle state, may be higher than if the phone just remained in active mode.
Table 1 summarizes the problem scenarios, the sources of problems, and the affected elements of the frequent idle-active state transition scenarios.
Table 1. Signalling inefficiency and reduced battery life caused by mobile data application status updates and keep-alive messages
	Problem scenario
	Apps that cause the problem
	Effect to EPC
	Effect to RAN
	Effect to UE

	MO status update
	* Social ntwk: UE owner’s status update.
* Geo service app: geo-tags, geo-cast etc.
	 signaling overhead (set-up & tear-down)


	 RRC signaling overhead

	 Reduced battery life


	MO periodic keep-alive
	* VPN

* Skype when not in a call
	
	
	

	MT status update 
	* Social ntwk: friends’ content/status update.
* Geo service app: location-targeted event/ads.
	* signaling overhead (set-up & tear-down)


	* RRC signaling overhead
* paging signaling overhead to tracking area

	 Reduced battery life


	MT periodic keep-alive
	Skype when not in a call
	
	
	


3. Conclusion and Proposal
This document discusses the relationship between mobile data applications’ status update/keep-alive messages and their potentially adverse system impacts. This paper specifically captures the issues surrounding frequent idle-active switching of the UEs due to mobile data applications. 
Proposal 1: 

We propose to add section 2.2 and 2.3 to the use case (or problem scenarios) clause of TR 22.801. 
Proposal 2: 

We propose to add the following requirements to TR 22.801:
· Both the EPS and UE shall be able to provide mechanisms to minimize the impacts of update and keep-alive messages generated by mobile data applications.
Several directions for mechanisms to minimize the impacts of update and keep-alive messages

a) New mechanisms may be needed to allow both the EPS and UE to understand the content of update and keep-alive messages generated by mobile data applications.
b) New mechanisms may be needed to allow both the EPS and UE to collaborate and manage the update and keep-alive messages generated by mobile data applications.

c) New mechanisms may be needed to allow both the EPS and UE to optimize the control plane signalling to minimize the impacts of update and keep-alive messages generated by mobile data applications.
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Annex
How to estimate average frequency of receiving Facebook content/status update messages:
a. # of average content generated per user 

      a1. 30 billion pieces of content generated by all users per month§ / 500 million Facebook users§ = 60 per user per month
      a2. average # clicks of “like” button = 9 per user per month¥
      a3. average # of comments written = 25 per user per month¥
a= a1+a2+a3 = 94 content updates per user per month

b. average # of friends per user = 130¥ 

c. average number of receiving facebook content/status update messages per user per month = a*b
= 94*130 = 12220 per month => 407.3 per day => ~17 per hour (once every 3.5 minutes)
As a result, we estimate the average frequency of receiving Facebook content/status update messages is in the order of a few minutes.
§ http://www.facebook.com/press/info.php?statistics
¥ http://www.digitalbuzzblog.com/facebook-statistics-facts-figures-for-2010/

















































































































































































































































































































































































