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1. Introduction 
This contribution proposes to analyze some of the Use Cases listed in Chapter 4 from the applicability of USIM enhancement point of view. 
2. Proposal 

----------------------- Change 1 ------------------------

6
Use case evaluation
6.xx
Delivery of MNO service as rich content

SCWS offers a standardized option to provide rich content to the user without compromise of usual user experience (high resolution colour displays of ME, access to web-like applications, etc.). 
The communication between the SCWS in the USIM and the ME on application level utilizes HTTP. Applications executed in the ME use IP addresses to connect to the SCWS. The architecture of the SCWS allows the choice of several UICC - ME protocols as the local bearers to transport HTTP requests and responses.

Two protocols can be used for the communication between the handset and the SCWS residing in the UICC:

· BIP TCP Server Mode

· TCP/IP

In the first case the SCWS is accessible via a gateway (located in the ME) that translates the TCP/IP protocol to another local protocol between the ME and the UICC. 

In the second case this communication layer is built on top of the standardized IP protocol. The UICC has its own IP address and directly supports TCP/IP, and the ME supports direct IP addressing of the smart card. As a result there is no need to implement a gateway software to convert TCP/IP in a proprietary protocol for communication between the SCWS and the ME. The HTTP requests and responses are sent directly to the SCWS over the local transport protocol between the UICC and the ME. 

6.xy
Update of applications located on the USIM

The mobile network operator can remotely manage the SCWS and its servlets to modify, append, or adapt their contents as needed.

A protocol called “Full Administration Protocol“ has been defined and standardized by OMA. The “Full Administration Protocol” is used to open a secure HTTPs pipeline between the SCWS in the UICC and the remote administration server. The Transport Security Layer is TLS over HTTP (HTTPs) using a pre-shared key mode (PSK-TLS). In this configuration the remote administration server is a HTTP server and the UICC embeds an administration agent that is an HTTP 1.1 client.

The Full Administration Protocol can be used to: 

· update the SCWS configuration and SCWS parameters (user management, etc)

· add, update or delete static resources (e.g. HTML pages)

· pass parameters to servlets

· manage the servlets (map to or disassociate to a given URI)

Depending on the available technology the Full Administration Protocol will be managed over a BIP TCP client connection or directly with a TCP/IP connection. In the latter case, no software gateway for TCP/IP conversion is requested on ME side.

6.xz
Secure applications
IPsec can be used to secure communication between UE and external Internet applications. 
IPsec protocols can be used for: 

encryption of 
· 
authentication" 
communication
 sessions between a UE and external applications residing outside of the UE; 

establishment of 

authentication" 
mutual authentication
 between the UE and an external application at the beginning of the session and negotiation of 
· 
(cryptography)" 
cryptographic keys
 to be used during the session; 

Protection of data flows between the UE and external 
· 
 (computing)" 
servers
. 

In case a client-server (USIM-server) application operates with sensitive or confidential data, the USIM, as an application residing on a tamper resistant platform, can offer a relevant level of security. USIM based IPsec protocol can be used to ensure confidentiality and integrity of communicated data for applications like e.g. Internet payments, access to corporate resources, Internet shops, private Internet resources, etc. 

6.yx
Service dependent roaming management

Currently the USIM application provides mechanisms to indicate the Preferred PLMN list to be used with two optional lists respectively indicated as “User Controlled PLMN” and “Operator Controlled PLMN”, by also indicating the Preferred Access Technologies for each PLMN. These lists have been historically designed for voice communication roaming. If available in the USIM, these lists provide the guidelines to the ME on how to manage the roaming partner selection automatically for all types of services for the subscription the USIM is linked to. 

There are several options to address the requirement: 

1. Produce USIM cards specifically designed for the usage with a particular type of service (e.g. a 3G/LTE Notebook with data only subscription) containing the list of the preferred PLMNs for this service. 

This solution has at least two drawbacks: 

· it implies a complex logistic mechanism to produce and distribute USIMs for a dedicated type of service; 

· there is no guarantee that these cards could be used for the type of services (for example, for voice communication in a traditional 3G terminal instead of a 3G/LTE Notebooks unless the MNO blocks the voice services during the customer’s provisioning).

The described solution is based on existing technology and due to its non technical nature is out of scope for 3GPP. 

2. Produce USIM cards with a common profile and pdate the USIM profile post issuance via Over-The-Air depending on the service it will preliminary be used for. 

This solution relies on the existing technologies (e.g. OTA mechanisms for USIM management). The decision to implement this solution is up to an MNO and is therefore out of scope of this study. 

3. Another solution could be to define a mechanism to store a new service dependent PLMN list on the USIM (for example, for data roaming). This list can be used by the ME for selection of a preferred roaming partner for a particular service (for example, by 3G/LTE Notebook devices, being typically oriented to data communication, or a particular IMS based service).

----------------------- End of Change 1 ------------------------



















