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1. Overall Description:

SA2 is evaluating in TR 23.829 "Local IP Access and Selected IP Traffic Offload" solutions for LIPA and SIPTO.

Within the scope of this activity some debate has emerged on the support of Internet access from the Home (e)NodeB and what exactly the stage 1 requires in this area.

The following issues have been raised:

-
Preventing access to external networks while using LIPA;

-
Restriction of SIPTO in the femto;

-
Risk of inconsistent service with SIPTO in the H(e)NB subsystem 

In SA2, LIPA is understood as a service for a subscriber to get access to resources in a local network, be it in residential or corporate environment.

SIPTO, on the other hand, has been more interpreted as a functionality for the operator to offload traffic from the core network without interaction with the subscriber. It has been understood that the user has no means to force or prevent SIPTO, and whether some traffic is offloaded is under the sole decision of the operator.

1.1 Preventing access to external networks while using LIPA

TR 23.829 states that:

1)" The H(e)NBs supporting LIPA shall be able to provide Intranet type access to the home based network.

NOTE:
If the home based network provides a route to other private networks or to the public internet, then these networks may be accessible via LIPA."

This means that while using LIPA a UE might have access to the Internet or any other network the local network peers with (including some operator-specific services network e.g. providing IMS service).

However in TS 22.220, there are some statements that seem to imply that there are some limitations to this. Let's consider these two statements:

2) " Subject to regulatory requirements, Local IP Access traffic shall be routable only between the UE, H(e)NB and other entities within the residential/enterprise IP network."
"3) Traffic for Local IP Access is expected to not traverse the mobile operator’s network except H(e)NB. The residential/enterprise IP network itself and the entities within that network are not within the scope of 3GPP standardisation"
2) and 3) imply that the regulator may impose some limitations to internet access while the UE is benefiting from LIPA service.

However, since rightly 3) spells out that 3GPP has no control on the network where LIPA takes place, the only means to implement such constraint seems to be that LIPA may be disabled in some countries, rather than requiring stage 2 specifications to restrict internet access while the UE is using the LIPA service.

SA2 would like SA1 to confirm the following conclusion:

Conclusion 1: "If local regulation requires that access to networks other than the local network (e.g. the Internet) is prohibited, the consequence is that the LIPA service cannot be offered in those countries".

1.2
Restriction of SIPTO in the femto

It is SA2 understanding that SIPTO takes place regardless of the user’s desire or need to access services via a local network (i.e. LIPA). SIPTO is a way for the operator to bypass their core network in providing access to selected networks. The operator has therefore full control on the enabling or disabling of SIPTO per user and also on which networks the offload can apply to.

Furthermore 22.220 states

5)"-
Selected IP Traffic Offload shall be possible to be done without traversing the mobile operator network, subject to regulatory requirements."

We interpret 5) to mean that SIPTO via the H(e)NB subsystem in a local network might not be allowed due to regulations, rather than in some countries SIPTO is via the operator core network.

SA2 would like SA1 to confirm the following conclusion:

Conclusion 2: "If local regulation requires that traffic offload at the Home (e)NodeB is prohibited, the consequence is that the SIPTO offload at the femto cannot be activated in those countries".

1.3 Risk of inconsistent service with SIPTO in the H(e)NB subsystem 

It is SA2 understanding that SIPTO is a service that is determined by the operator under its sole control, without any user interaction (or interference). The user has no means to force or prevent SIPTO for SIPTO capable APNs. This is derived from the statement in sub-clause 4.3.5.1 of TS22.101

"-
It shall be possible to perform Selected IP Traffic Offload without any user interaction."

One consequence seems to be that the User might not be able to obtain the exactly the same service when traffic is locally offloaded in the H(e)NB subsystem. Since the local network settings in the H(e)NB subsystem might not be under the control of the Mobile Network Operator, the local network may restrict internet access in some form or apply some unforeseeable firewalling, redirection or proxying policies (e.g. the user may get redirected to a captive portal like when we get WiFi access in some places today). The local network is also able to log or track the activity of the user for which SIPTO is applied and this may constitute a breach of privacy some operators might not desire.

SA2 would like SA1 to confirm the following conclusion:

Conclusion 3: SIPTO via the H(e)NB subsystem in a local network, when not prevented by regulations, might not deliver to the user the same level of user service or service capabilities as the non offloaded connection and would expose the user activity to the local network. 
2. Actions:

To SA1 group.

ACTION: 
3GPP SA2 would kindly ask SA1 and SA3-LI (for the aspects within the respective remits) to check SA2 understanding of conclusion 1, 2 and 3 and to provide feedback and update of the relevant specifications if deemed necessary.
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