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1
3GPP Work Area 

	
	Radio Access

	X
	Core Network

	X
	Services


2
Classification of WI and linked work items

2.0
Primary classification 

This work item is a … 

	X
	Study Item (go to 2.1)

	
	Feature (go to 2.2)

	
	Building Block (go to 2.3)

	
	Work Task (go to 2.4)


2.1
Study Item

	Related Work Item(s) (if any]

	Unique ID
	Title
	Nature of relationship

	GBA-IdM (Rel-9)
	Extended Identity Management
	The proposed WID would provide an umbrella item in terms of coverage and scope of use cases, requirements, and candidate solutions. Solutions proposed in GBA-idM could be selectively (re)considered as solutions in the new proposed WID. 

	FS_SSO_APS 

(Rel-10)
	Study on Single Sign On (SSO) Application Security for IMS - based on SIP Digest
	The proposed WID would provide an umbrella item in terms of coverage and scope of use cases, requirements, and candidate solutions. Solutions proposed in FS_SSO_APS could be selectively (re)considered as solutions in the new proposed WID.

	
	3GPP TR 33.924: “Identity management and 3GPP security interworking;

Identity management and Generic Authentication Architecture (GAA) interworking”
	The proposed WID would provide an umbrella item in terms of coverage and scope of use cases, requirements, and candidate solutions. Solutions studied in the TR 33.924 could be selectively (re)considered as solutions in the new proposed WID for the use cases with GBA and AKA credentials

	
	3GPP TR 33.980: "Interworking of Liberty Alliance Identity Federation Framework (ID-FF), Identity Web Service Framework (ID-WSF) and the Generic Authentication Architecture (GAA)".
	The proposed WID would provide an umbrella item in terms of coverage and scope of use cases, requirements, and candidate solutions. Solutions studied in the TR 33.980 could be selectively (re)considered as solutions in the new proposed WID for the use cases with GBA and AKA credentials


Go to §3.

2.2
Feature

	Related Study Item or Feature (if any) 

	Unique ID
	Title
	Nature of relationship

	
	
	


Go to §3.

2.3
Building Block

	Parent Feature (or Study Item)

	Unique ID
	Title
	TR

	
	
	


This work item is … 

	
	Stage 1 (go to 2.3.1)

	
	Stage 2 (go to 2.3.2)

	
	Stage 3 (go to 2.3.3)

	
	Test spec (go to 2.3.4)

	
	Other (go to 2.3.5)


2.3.1

Stage 1

	Source of external requirements (if any) 

	Organization
	Document
	Remarks

	
	
	


Go to §3.

2.3.2

Stage 2  

	Corresponding stage 1 work item

	Unique ID
	Title
	TS

	
	
	


	Other source of stage 1 information

	TS or CR(s)
	Clause
	Remarks

	
	
	



If no identified source of stage 1 information, justify:  

There is no separate stage 1 work item as this is a genuine security work item. Therefore requirements are to be created within this work item in coordination with SA1.
Go to §3.

2.3.3

Stage 3

	Corresponding stage 2 work item (if any)

	Unique ID
	Title
	TR

	
	
	


	Else, corresponding stage 1 work item

	Unique ID
	Title
	TR

	
	
	


	Other justification

	TS or CR(s)

Or external document
	Clause
	Remarks

	
	
	



If no identified source of stage 2 information, justify:  

Go to §3.

2.3.4

Test spec 

	Related Work Item(s)

	Unique ID
	Title
	TR

	
	
	


Go to §3.

2.3.5

Other 

	Related Work Item(s)

	Unique ID
	Title
	Nature of relationship
	TS / TR

	
	
	
	


Go to §3.

2.4

Work task 

	Parent Building Block

	Unique ID
	Title
	TS

	
	
	


3 Justification 

This Study Item aims to enable interworking of the operator-centric identity management with the user-centric Web services provided outside of an operator’s domain. Specifically, it addresses integration of SSO and the 3GPP services, which is essential for operators to leverage their assets and their customers’ trust, while introducing new identity services. Such integration will allow operators to become SSO providers by re-using the existing authentication mechanisms in which an end-user’s device effectively authenticates the end user. 

However, for the operator to become the preferred SSO Identity Provider, requires the integration of the operator core with existing application service / content providers to allow the usage of credentials on the UE, for SSO services. The example use case below describes the problem of integration with the operator network.

Example Use Case:

John is an avid online services consumer and is always challenged by the need to create profiles with different online services that catch his interest. Each time John finds and interesting service / application such as an interesting article on WSJ he is forced first create his profile on the site with a valid email address. The online service then sends an email to the email address that John registered with a generated password. John then uses this password to log in to the service and access his article of interest. 

More than the trouble in having to create his profile on the site, John is now required to find a means of remembering the profile and credentials he used while registering to the service. He either has to access the profile page on the site to change his password to one he remembers or has to note down his password in a private note pad.

Although this process is complicated while John accesses services from his PC, it is impossible for same interactions to happen over a UE.

John would really prefer if he could simply click on a credential serving icon on his UE and gain access to the online service.

These interactions primarily rely on user supplied credentials leaving the operator outside the online services value chain. The 3GPP operator may leverage its trust framework and its reliable and robust secure credential handling infra-structure to provide SSO service based on operator-controlled credentials.
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4 Objective 
The technical objective of this Study Item is to investigate a comprehensive set of use cases and service requirements for the integration of SSO, focusing on OpenID methodologies, with an aim to lay down the ground work to help operators come up with common requirements that will help them to identify technology solutions that other groups at 3GPP can later standardize. 

The output of this study item will be a Technical Report, followed potentially by a Technical Specification, on a comprehensive investigation of use cases and requirements for methods that enable integration of SSO with 3GPP operator-controlled resources and mechanisms. Specifically, the Technical Report should investigate:

· Comprehensive set of use cases covering the different Identity and SSO frameworks with focus on OpenID 

· Analysis of use cases for SSO/OpenID integration with operator core with or without GBA

· Study requirements for sharing operator controlled user credentials with 3rd party service providers

· Focus on SSO integration for different access technologies and identity credentials
· Service level interworking and UE requirements for these use cases

· Consideration of both IMS (including common IMS) and non-IMS service architectures

· Consideration of existing authentication and bootstrapping mechanisms (e.g. AKA, GBA, SIP-Digest, etc)

5 Service Aspects

The work intends to support services by providing an operator centric OpenID SSO interworking function that interoperates with current state of the art identity management systems (i.e., OpenID). At this stage this Study Item is being controlled by SA1. It is recommended that soon after inception of this Study Item at SA1, SA1 should give sufficient guidance to SA3 on security requirements, enabling SA3 to work in parallel to identify preferred security solutions which would satisfy service aspects and requirements identified by SA1.
6 Charging Aspects

Since the mobile operator will become a SSO provider, requirements for charging aspects have to be studied, and referred to SA5 if needed.
8 Security Aspects

An almost-concurrent security WID is recommended to be taken up by SA3. 

9
Impacts 

	Affects:
	UICC apps
	ME
	AN
	CN
	Others

	Yes
	
	X
	
	X
	

	No
	
	
	X
	
	

	Don't know
	X
	
	
	
	X


10
Expected Output and Time scale 

	New specifications 
[If Study Item, one TR is anticipated]

	Spec No.
	Title
	Prime rsp. WG
	2ndary rsp. WG(s)
	Presented for information at plenary#
	Approved at plenary#
	Comments

	TR 22.axx 
	Service aspects of integration of OpenID SSO with 3GPP operator-controlled resources and mechanisms
	SA1
	SA3
	TBD
	TBD
	

	
	
	
	
	
	
	

	Affected existing specifications 
[None in the case of Study Items]

	Spec No.
	CR
	Subject
	Approved at plenary#
	Comments
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13

Supporting Individual Members 

	Supporting IM name

	Alcatel-Lucent 
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