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1
Introduction

Security implications of using Cell Broadcast Service for Public Warning Services (PWS) such as EU-Alert, CMAS and ETWS were not addressed directly in previous SA1 discussions. Therefore, the aim of this contribution is to highlight issues associated with using Cell Broadcast for PWS.

2
Security Limitations
It is well-known that Cell Broadcast Service does not provide any capability for the UE to authenticate that the messages it receives are from a genuine source. Therefore, it is possible that false public warning messages can be transmitted and received by the general population unless additional security measures are provided. One specific example of this scenario is the possibility of an attacker using a spoofed base station to transmit false public warning messages. If there is no mechanism for the UE to verify the authenticity of the message, the end user is susceptible to fall prey to malicious messages with criminal intent, for example.
Therefore, additional security measures need to be provided to ensure that the UE can determine that the source of the public warning message is genuine. 
3
Existing PWS Security Requirements

In 22.268, there is a section on security requirements in 4.8 that states:

Security requirements are as follows: 

PWS shall only broadcast Warning Notifications that come from an authenticated authorized source.

The integrity of the Warning Notification shall be protected. 

The PWS will protect against false Warning Notification messages.

The authentication of the Warning Notification Providers is outside the scope of 3GPP Specifications.

Note:
These requirements are subject to regulatory policies.
To address these requirements, SA3 proposed a digital signature based solution. Consequently, a message format was defined in TS 23.401 and TS 23.041 to allow a digital signature to be carried in the warning message for authentication purposes. However, the details of the digital signature mechanism itself are not standardised by 3GPP. Whilst the digital signature mechanism for PWS could be defined by regional or national bodies according to local regulatory requirements, the source companies doubt that this approach is sufficient and asks that 3GPP consider standardisation of the digital signature mechanism and associated key management solution.
4
Proposal

It is proposed to discuss the issues raised and if agreeable, to ask SA3 the following questions:

· to review the security requirements for PWS
· to study solutions if the current 3GPP specifications do not sufficiently address the requirements
