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1. Introduction

OpenID is a shared identity service, which allows internet users to log on to different web sites using a single digital identity. OpenID is a decentralized, free and open standard that lets users control the amount of personal information they provide.
3GPP TR 33.924 has described a GBA-based approach for supporting OpenID framework. While this comprehensive solution fully addresses cases where GBA has been deployed, operators cannot expect every service provider outside of 3GPP operators’ domains to support GBA. In particular, solutions described in the TR 33.924 cannot be used in situations where either a network, or an application server, or a device (i.e., UE) (or a browser) does not implement GBA.

The purpose of this contribution is to describe business cases where while an operator wishes to be an OpenID provider, it cannot use the OpenID/GBA interworking mechanism described in the TS 33.924 due to the unavailability of GBA.
2. Discussion

OpenID authentication eliminates the need for multiple usernames across different websites. 

OpenID is used by following user-centric services: Facebook, Google, Twitter, YourTube, Wikipedia, Flickr, LinkedIn, Yahoo, MySpace, eBay, PayPal, Apple, Microsoft, Hotmail, Skype, NYTimes, Wordpress, Xing, Sourceforge, ThePirateBay, msn, BBC, Amazon, Bloglines, Mozilla, Ubuntu, geocaching, and many more for user identity assertion and Single Sign On.

OpenID client-applications exist for many mobile platforms, including most smartphones:

http://www.pcworld.com/article/172313/openid_implementation_works_on_mobile_platforms.html
http://www.infoworld.com/d/mobilize/openid-implementation-works-mobile-platforms-508
http://www.allfacebook.com/2009/04/facebook-openid/
OpenID iPhone Apps: Quick Sign-in, LonelyId
http://techcrunch.com/2010/04/05/janrain-openid-iphone-apps/
OpenID Google Android Apps:

http://www.androidguys.com/2009/04/08/google-keeps-your-secrets-safe-on-your-android-phone/
http://secrets-for-android.googlecode.com/files/secrets-1.0.apk
Support for OpenID exist on Windows Mobile and is being developed for Symbian platform.

Most if not all of these OpenID client applications do not make use of operator-controlled user credentials (UICC-stored AKA credentials) but rather rely on user-supplied credentials. By doing so, current OpenID developments deny mobile operators any meaningful role in application level authentication. 

Meanwhile, the likes of Facebook, Apple and Google will continue to offer products that push the limits of carriers’ resources, training customers to use more and more data. 
In order to make mobile operators a critical part of an OpenID framework, there is a need to address integration of OpenID and the 3GPP authentication mechanisms. Such integration will allow operators to leverage their valuable assets, such as subscription credentials and their customers’ trust, effectively enabling operators to become OpenID providers.  

The Generic Bootstrapping Architecture (GBA), as defined in 3GPP TS 33.220, provides a mechanism for bootstrapping authentication of 3GPP credentials to establish an application level security association. In addition, 3GPP TR 33.924 has described a GBA-based approach for supporting OpenID framework. While this wide-ranging solution fully addresses cases where GBA has been deployed, operators cannot expect every service provider outside of 3GPP operators’ domains to support GBA. In particular, solutions described in the TR 33.924 cannot be used in situations where either a network, or an application server, or a device (i.e., UE) (or a browser) does not implement GBA. The list of reasons for not supporting/deploying GBA may include, but are not limited to, lack of GBA support at the terminal, lack of GBA support at the network servers, or business decision of either 3GPP operator or the 3rd party.

In addition, the solution described in TR 33.924 enables establishment of application level security, while many use cases may need merely authentication or identity assertion of the 3GPP-based client.

Study of integration with OpenID using 3GPP AKA and definition of a framework is expected to be complementary to that of TR 33.924.  

As it was confirmed by a number of 3GPP operators, an Integration of OpenID with AKA would allow 3GPP operators to become OpenID providers, even while the support for GBA (and therefore, for GBA integration with OpenID) is not presently available on their networks, in the UEs, or at the 3rd party service providers.

Supporters of this proposal also recognize that such an extension of AKA features may involve service aspects/scenarios, which are in the area of SA1. It would be beneficial for 3GPP, as creator of AKA, to study OpenID/AKA Integration. 

3. Service scenarios for interworking with OpenID
When 3GPP operators choose to become OpenID identity providers to leverage their customer base and subscription credentials for establishment of application-level security, they currently have only one choice: full deployment of GBA in either terminals or application servers per solutions described in the TR 33.924.
While there is an acute need for 3GPP operators to become OpenID providers, not every 3GPP operator’s network presently fully supports GBA. There is a need for an alternative solution enabling the 3GPP operators to be OpenID identity providers in the environments where GBA is not yet fully deployed. 
An example solution (referred to as Direct AKA approach) is illustrated by Figure 1. The rest of this section describes an outline of this solution.

[image: image1]
Figure 1 - Direct AKA approach
3.1 Main features  
Proposed mechanism shows an example of integration of the AKA-based authentication with OpenID. This mechanism has the following features:

· It enables the network operators to provide identity services to the users accessing the Web applications

· It provides users with a Single Sign-On (SSO) across the IMS and web services with existing AKA credentials.
· It allows users to control their public identifiers on the Web as specified in [OpenID]

· It improves user security by engaging a user-trusted network operator in the access control to the Web applications 

3.2 Entities of the OpenID/AKA mechanism
· User Equipment (UE) - this entity consist of ME and AKA credentials. ME is capable of running a Web client and communicating with the application supplying the AKA credentials.

· Application server — an entity providing a Web service. It plays a role of a Relying Party (RP). 

· Web server – this entity is enabled to serve as an OpenID [OpenID] identity provider (OP) and is capable of communicating with HSS. It may optionally share a short-term secret with the Application server (RP) as specified in [OpenID].

· HSS

The information flow and requirements for the example authentication procedure can be found in [S3-100757]. 

3.3 Additional requirements for the interfaces between the participating entities
The requirements for the interfaces in this example are as follows:
· The interface between UE and the Application server must support  the OpenID protocol as specified in [OpenID]
· The interface between the UE and OP must support the HTTP Digest AKA protocol [RFC 4169] or [RFC 3310].
· The interface between the OP and HSS must support the Diameter protocol

4. Summary

Integration with OpenID is currently limited to only those 3GPP operators and environments which have fully deployed GBA infrastructure.
There is a definite positive effect of allowing 3GPP operators to be OpenID providers even when GBA is not fully deployed.

3GPP should study OpenID/AKA Integration mechanisms.

5. Decision

Supporting companies ask SA1 for its validation of OpenID/AKA service scenario and for its endorsement of the proposed study of OpenID/AKA Integration. Such SA1 decision has to be documented in the SA1#51 meeting minutes and communicated through an LS to SA3.
By consideration of alternate options to OpenID/GBA, operators will be able to better leverage their existing infra-structure and offer differentiated services that utilize a variety of deployment scenarios to their customers. Refusal to consider and study such alternate opportunities could impose severe limitations on 3GPP operators’ business, service, and deployment choices.
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