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1. Introduction 
This contribution proposes to introduce use case for usage of direct TCP/IP connectivity between USIM and external Internet applications. . 
2. Proposal 

----------------------- Change 1 ------------------------

Definitions and Abbreviations

3.1
Definitions
For the purposes of the present document, the following terms and definitions apply.

Definition:
definition 

3.2
Abbreviations
For the purposes of the present document, the following abbreviations apply:

IPsec 


Internet Protocol Security 
ME 


Mobile Equipment
SCWS 


Smart Card Web Server 
UE 


User Equipment 
------------------ End of Change 1 -------------------
----------------------- Change 2 ------------------------

4
Use cases

4.X
Use case #X

The introduction of LTE and LTE Advanced has created an all IP network environment. The USIM, as one of the integral system elements, should fit into the new environment and should be directly addressable in an IP-environment. . 
As a consequence, there is a need to define a new way to grant the USIM access to other external Internet applications. This communication should be transparent for the ME and therefore its implementation should avoid any need to translate TCP/IP protocol to any other internal protocol in a terminal middleware. 
For example, instead of using the BIP protocol, the TCP/IP protocol over USB can be used. In this case the USIM implements a TCP/IP stack and the ME is able to access the USIM through its TCP/IP stack.
5
Considerations
5.X
Use case #X

Possible applications for the direct IP connectivity:
1. Communication with SCWS without transport protocol conversion
The communication between the SCWS in the USIM and the ME on application level utilizes HTTP. Applications running in the ME use IP addresses to connect to the SCWS. The architecture of the SCWS allows the choice of several UICC - ME protocols as the local bearers to transport HTTP requests and responses.

Two protocols are possible to be used for the communication between the handset and the SCWS residing in the UICC:

· BIP TCP Server Mode

· TCP/IP

In the first case the SCWS is accessible via a gateway (located in the ME) that translates the TCP/IP protocol to another local protocol between the ME and the UICC. 
In the second case this communication layer is built on top of the standardized IP protocol. The UICC has its own IP address and directly supports TCP/IP, and the ME supports direct IP addressing of the smart card. As a result there is no need to implement a gateway software to convert TCP/IP in a proprietary protocol for communication between the SCWS and the ME. The HTTP requests and responses are  sent directly to the SCWS over the local transport protocol between the UICC and the ME. 
2. Administration of SCWS 
The mobile network operator can remotely manage the SCWS and its servlets to modify, append, or adapt their contents as needed.

A protocol called “Full Administration Protocol“ has been defined and standardized by OMA. The “Full Administration Protocol” is used to open a secure HTTPs pipeline between the SCWS in the UICC and the remote administration server. The Transport Security Layer is TLS over HTTP (HTTPs) using a pre-shared key mode (PSK-TLS). In this configuration the remote administration server is a HTTP server and the UICC embeds an administration agent that is an HTTP 1.1 client.
The Full Administration Protocol can be used to: 

· update the SCWS configuration and SCWS parameters (user management, etc)

· add, update or delete static resources (e.g. HTML pages)

· pass parameters to servlets

· manage the servlets (map to or disassociate to a given URI)

Depending on the available technology the Full Administration Protocol will be managed over a BIP TCP client connection or directly with a TCP/IP connection. In the latter case, no software gateway for TCP/IP conversion is requested on ME side.
3. Implementation of IPsec for secure communication between UE and external Internet applications 
IPsec protocols can be used for: 
encryption of 
· 
authentication" 
communication
 session between UE and external applications residing outside of the UE; 
establishment of 

authentication" 
mutual authentication
 between the UE and an external application at the beginning of the session and negotiation of 
· 
(cryptography)" 
cryptographic keys
 to be used during the session; 
Protection of data flows between theUE and external 
· 
 (computing)" 
servers
. 
In case a client-server (USIM-server) application operates with sensitive or confidential data, the USIM as an application residing on a tamper resistant platform, can offer a relevant level of security. USIM based IPsec protocols can be used to ensure confidentiality and integrity of communicated data for applications like e.g. Internet payments, access to corporate resources, Internet shops, private Internet resources, etc. 
------------------ End of Change 2 -------------------


















