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1 Introduction
An unattended MTC device connected to the PLMN is different compared to the classical attended UE by its mobile subscriber. This difference is emphasized by the physical location of the unattended MTC devices, for instance they may be often placed in unattended locations for long periods of time. Thus, potential tampering challenges their well functioning and reliable behaviour through the years. The criticality of the MTC devices’ location and often large scale deployment requires that the “theft and vandalism use case” be revisited to include necessary elements to allow a complete set of features supporting it.

We should take into consideration that the nature of 3GPP NIMTC standardized enhancements and improvements open the door to new types of requirements. These have not previously been considered within the scope of 3GPP standards, where the PLMN dealt only with mobile communications in which at the UE-end of the communication was attended.
This contribution thus presents a more complete theft and vandalism use case where PLMN mechanisms may assist the proper function of the MTC device, by setting requirements where its movements can be detected and actions performed if UE tampering occurs.
2 Conclusion
The following updates are suggested to complement the Theft /Vandalism Vulnerable MTC Application Use Case:
Beginning of the modification: in red font
Annex A (informative): Use cases
Addressing from a centralized entity Use Case
Metering devices are typically monitored and controlled by a centralized entity outside or inside the MNO system. Due to the need for centralized control, the centralized entity will inform or poll the metering device when it needs measurement information rather than the metering device autonomously sending measurements. Depending on the nature of the metering application, low latency responses are sometimes required (metering for high pressure pipelines for example). To accomplish this, the centralized entity will need to inform the metering device when it needs a measurement. Typically due to the limitation of IPv4 address space, the metering terminal is behind a NAT (Network Address Translator) where it is not assigned a routable IPv4 address.
 
Theft /Vandalism Vulnerable MTC Application Use Case 
In contrast to the traditional H2H devices, which are carefully held and protected by a person, MTC Devices are often located in remote areas and ideally are untouched after installation for many years. The remote locales make these devices more susceptible to tampering by unauthorised persons. The tampering of the MTC Device is often accompanied by damage to the metering device. The network has security mechanisms for protection for this type of activity which may not be effective for MTC Devices. The network cannot prevent it but can detect it as early as possible in order to deactivate the ME’s service and the related USIM. The MTC Device supports such network capability by reliably detecting tamper on it, including unauthorized change of device location, and by either autonomously deactivating itself, or by reporting to the network of the incidence and details of the suspected tamper and then complying to a network-issued deactivation command. Additionally, the network may impose quarantined access to the MTC Device. The network may also be able to remediate the MTC Device. In addition, often theft/vandalism vulnerable MTC Devices are stationary after initial installation and activation. The stationary nature of the MTC Device can be utilized to improve the detection of theft. If a known stationary device moves, it can be concluded that the MTC Device has been stolen, may have been tampered with, and thus the account/MTC device should be deactivated.
End of the modification

