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This contribution proposes a new MTC Feature relating to MTC Device jamming.
MTC Devices are often used for security application but unfortunately, there are cheap (~$100) and readily available multi-band cell phone jammers which can be used to render the MTC Device ineffective (see www.phonejammer.com). Although these jammers are illegal, they are readily available and legality is not typically a concern among thieves. This issue is growing as the availability improves and the cost of cell phone jammers reduces which is expected to continue. 

Although it is very difficult to reduce the efficacy of phone jammers, it is quite simple for the MTC Device to detect the presence of being jammed due to the unique RF conditions that are created by the wideband data pattern of jammers. Unfortunately, once Jamming is detected by the MTC Device, it can no longer hear the network and given the current specification is not permitted to send a message to indicate the jamming condition. Thus a standardized method to allow the MTC Device to send a message to indicate the jamming condition and possibly the last know location while being jammed is required. Some restrictions such as the time between jamming detection and sending the jamming indicator must be short to allow for implementation issues.
Although the above describes more of a MTC Device based solution, one can also image solutions that are network based as well.
Even if the solution is not 100% effective, as long as it works well enough so that the thieves realize that there is a high probability that the authorities have been alerted soon after they’ve enabled their jammer, this will reduce if not eliminate the issue. 

Typical use cases for this feature are normally related to the security market place. 

Proposal

7.2.x
Jamming Indication

The Jamming Indication MTC Feature is intended for use with MTC Applications which require timely notification of when an MTC Devices is being jammed.
For the Jamming Indication MTC Feature:
· The system shall provide an efficient mechanism to notify the MTC Server and/or MTC User when an MTC Device is being jammed or has been jammed.
· 
Note: Jammed refers to a when an MTC Device can no longer receive the network due to an intentional broadband interferer.
Editor's note: compatibility of jamming detection with the different radio technologies needs to be checked.
