3GPP TSG-SA WG1 Meeting #48 
S1-094155
Beijing, China, 16-20 November 2009
Title:
Contribution to TS 22.368: proposed End-to-end security Use Case in Annex A and proposed requirements for section 7.2.6
Ag. Item: 
8.3 NIMTC
Source:
KPN
Contact:
Toon.Norp@tno.nl
This contribution proposes a Use Case in Annex A reflecting a situation where an operator is required to guarantee end-to-end security. End-to-end security could be implemented using a VPN like solution at application level such as IPSec tunnelling. However, this solution is not efficient both from a network perspective as well as the perspective from the MTC Server. An MTC Server may need to terminate millions of IPSec tunnels which is not an efficient solution. And in the network, all these tunnels create a lot of overload in additional headers and signalling messages to keep the tunnel open.

Related to this use case a new requirement concerning end-to-end security is proposed.
The following text is proposed for:

Annex A (informative): Use cases
End-to-end security for roaming MTC devices
An MTC Application communicates with a large number of MTC Devices that are located globally and may or may not be mobile. Examples of such devices are mobile navigation systems and payment terminals. Connectivity for the MTC Devices is provided by a single MNO that uses its roaming agreements to connect MTC Devices that are not within range of its own network. 

From the perspective of the operator of the MTC Application its MTC Server and the domain of its operator are part of a trusted domain. However, the domain of the roaming operator are not seen as part of the trusted domain, as is depicted in the figure below.
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The operator of the MTC Application therefore requires end-to-end security for messages exchanged between MTC Application and MTC devices. The MNO does not have control over the security features in the domain of the roaming operators. Furthermore, for efficiency reasons the roaming operators may decide on a local breakout to for instance the Internet for MTC traffic in which case the information partly travels over the Internet. The MNO operator needs to satisfy the MTC application owner’s end-to-end security requirement without relying on network security alone.
7.2
Category specific service requirement

Derived from the proposed end-to-end security Use Case the following text is proposed to be added in the Category Common service requirements in section 7.1.5:

7.2.1
Security requirements
· It shall be possible for an MNO to provide network efficient end-to-end security for the information flowing between MTC Application and MTC Devices even when some of the devices are connected via a roaming operator.

































