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I. Introduction

It is proposed to add the the text for security.
II. Proposed Changes
************ START OF CHANGE ************

10
Security
Editor’s Note:
To describe the high-level security requirements.

In an IMS based Peer to Peer Content Distribution System, users might download or upload parts of content from each other, which might lead to the following security issues. : 

10.1
Consideration on the trustworthiness of User Peers
Since the User Peers might contribute resources to other users and to some extent are out of control of operators/service providers, the users might cheat the system and tamper with the content uploaded for other users. The following requirements need to be considered:

· It shall be possible to identify whether the User Peers honestly report the information of their contributed resources (e.g. cached or stored content);

· It shall be possible to identify whether the User Peers contribute their resources as they are supposed to;

· It shall be possible to identify whether the User Peers tamper with the content uploaded for other users;

10.2
Consideration on the protection of content exchange among users
· It is required to protect the content exchanged among users against unauthorized access (e.g. undesirable leakage of and/or modification on possibly copyright-protected content).

· It is required to prevent the User Peers against distributing any illegal content to other users.
************ END OF CHANGE ************




