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1. Introduction

This paper proposes an update on the section on theft of TS 22.368

2. Discussion

It is proposed to include a requirement about protection of MTC devices as such. 

For example, UICCs can very well be considered valuable content (possibly because a MTC subscription would be appealing for a human user)
3. Proposal

The following text is proposed for inclusion in TS 22.368

*** Start of 1st Addition: TS 22.368 ***
7.2.8
Theft/Vandalism Vulnerable
Unlike H2H devices, MTC Devices are often employed in highly remote geographical locations or highly public locations which may increase the possibility of vandalism or theft. The network cannot directly prevent theft (e.g. of a UICC) or vandalism but it can provide functionality to detect and indirectly prevent such events (e.g. monitoring movement of stationary devices). 

The theft/vandalism vulnerable system optimisations category will contain features that will result in improving the ability of the system to detect theft/ vandalism attacks to MTC Devices.

Editor’s note: The description above is moved as is from section 6.2. Further editing to make it more concise is likely to be required.


Deployed MTC devices shall be protected against theft of valuable contents (such as UICCs) by both physical and technical means.
*** End of 1st Addition: TS 22.368 ***
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