3GPP TSG-SA1 #47 







S1-093117
Roma, Italy, 03-07 August 2009
Title:

Managed Remote Access to the home based network for non CSG members
Ag. Item:
8.4
Source:
Samsung Electronics
Contact:
Craig Bishop
(craig.bishop@samsung.com) 
Abstract: This contribution discusses requirements for Managed Remote Access to the home based network and whether it should also be applicable for non CSG members in release 10.
1. Introduction
The existing requirements in TS 22.220 for Managed Remote Access limit remote access to the home based network only to UEs that are members of the Closed Subscriber Group. Samsung believes this places an unnecessary restriction on the remote access feature and potentially represents a lost revenue opportunity for the operator to which the H(e)NB is affiliated. 

2. Discussion

The present requirements for remote access to a home based network in release 9 of TS 22.220 are as follows:

1.
“- The H(e)NB may support remote access for a CSG member to the home based network from a UE via a PLMN in order to provide access to IP capable devices connected to the home based network.

2. 
-
It shall be possible to restrict the access to the home based network on per-subscriber basis (e.g. some subscribers may have managed access to their home network and others may not).”
The second requirement allows the possibility for the H(e)NB Hosting Party to restrict remote access to the home based network for certain subscribers (which are at present assumed to be CSG members), but without specifying any mechanism to do so. This would seem to imply that additional security mechanisms (over and above those provided by the PLMN) are envisaged in the H(e)NB for authentication of the UE attempting remote access.     
The first requirement limits remote access to the home based networks only to CSG member, and thereby only to subscribers of PLMNs that have a roaming agreement with that providing the H(e)NB. Whilst it would seem reasonable to restrict access to the home based network using the UTRA / E-UTRA air interface only to UE having ‘valid’ subscriptions, there is no such restriction to other devices in the home that may be connected via other means, e.g. Ethernet cable, WLAN. Thus users of UEs having subscriptions with operators not having any roaming agreement with the operator providing the H(e)NB may connect to the home based network providing they are not using the UTRA / E-UTRA air interface.
Consider the following scenario: 

· John is newly married to Jane. 

· John has a single UE provided by his employer, but which he is also allowed to use for personal calls. John therefore has no need to get a personal UE and no desire to do so. 

· John’s employer has a subscription with Operator A for its UEs. 

· Jane and her children have personal UEs having subscriptions with Operator B. 

· Jane also has a HeNB from Operator B and has set up a home based network using this. 

· Operator A and Operator B have no roaming agreement as they both operate in the same country, so John’s cannot become a member of the household CSG using his UE. John understands that he cannot connect to Operator B’s network or the home based network using spectrum that is licensed to Operator B, because his provider does not have a roaming agreement. John doesn’t mind however, because he has coverage from Operator A in the house and doesn’t pay for his personal calls in any case. In addition, he is able to connect to the home based network from his UE via WLAN. 
· Jane’s brother, James lives abroad. He recently stayed with Jane and John whilst travelling and was added as a CSG member, because his PLMN operator (Operator C) has a roaming agreement with Operator B. Since returning home he has remotely accessed Jane’s home based network to experience in real time a video that Jane was watching.

· John works from home where his work computer is connected to the home based network, but uses his UE when travelling on business and synchronises the required files between his UE and computer via the home based network before leaving.

· John goes to an important business meeting on site where there is no internet access. Whilst there he realises that one of the key files on his UE is corrupted. He knows for sure that the copy of this file on his computer at home is OK. He remembers that James was able to remotely access the home based network, so he attempts the same in order to retrieve the file. He does not understand why James can remotely access his home based network, but he cannot even though he is not accessing the PLMN of Operator B, or using spectrum licensed to that operator.

Samsung appreciates that restricting remote access to CSG members does potentially provide the H(e)NB Hosting Party with simpler level of control over who is able to remotely connect to the home based network, but does not believe this restriction is essential from an implementation perspective. E.g. a mechanism is already required to enable access restriction on a per subscriber basis even if the subscriber is a CSG member. Further, Samsung believes it should be possible to re-use existing 3GPP architecture and procedures to enable the UE to establish connectivity with the home based network without requiring that the UE is a subscriber to the same PLMN to which the home based network is connected, or indeed a CSG member.

3. Conclusions
If there is agreement for the use case to extend remote access to the home based network to non CSG members in release 10, Samsung invites the meeting to consider the draft CR in S1-092xxx that amends the requirement in and add a corresponding use case to, TS 22.220.
