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Introduction

In TS2.368, the motivation for having network improvement to cater for Theft/Vandalism Vulnerable category has been given.  Use case describing this has also been given in Annex A of 22.368.  This paper proposes to add requirements for system supporting such optimization.

Justification for Standardization
During SA1#46, it was debated whether there is need for Theft/Vandalism Vulnerable category to be standardized by 3GPP.  Some operators hold the opinion that existing proprietary solution can be used.  However, that requires operator to provide the complete solution (from the detection of possible theft, to the actions taken to mitigate the damages due to the theft) to the MTC Customer.  The application programming interface provided by each operator would thus be different, forcing the MTC Customer to adapt their system to each operator’s solution.  Furthermore, certain MTC deployment may span a large geographical area such that it is not possible for the MTC Customer to depend on the services of a single operator.  This will either force the MTC Customer to have multiple modules providing the same functionality in order to interface with different operators, or it will give rise to the need for a third party service provider to give a unified solution to the MTC Customer.  Both alternatives will drive the cost up, and makes MTC services less attractive.  Clearly, a standardized solution will be preferable.

A concern with operators already offering proprietary solution is their need to implement a different solution.  As Theft/Vandalism Vulnerable optimization category is an optional category, as with all categories in TS 22.368, operators already offering proprietary solution can choose not to offer the standardized solution.  

Possible Requirements
In current 3GPP deployment, it is already possible for the operator to detect movements of mobile devices when their points of attachment change.   For MTC devices which are part of a permanent installation, their point of attachments should not be changed (unless there is a change in the cell deployment).   Furthermore, for MTC devices deployed on trains/bus that will follow a pre-defined route, they can only attach to a known group of cells (or report a known set of tracking area).  Hence, when the MTC device attaches outside the known group of cells or report a tracking area identifier outside the known set, the operator can alert the MTC User/Customer of possible theft or vandalism.

Additionally, when a mobile device registers to a 3GPP network, the mobile device needs to report its device capabilities to the network.  When a MTC device is illegally modified or vandalized (e.g. the USIM card has been removed from a MTC device and placed in other ME), the capabilities reported might be different.  Such unexpected differences in reported capabilities can also be used by the network to detect possible theft or vandalism.  To limit the potential harm caused by a theft or vandalism, it might be necessary for the operator to reduce allocated resources to the MTC device when an unexpected status change (e.g. point of attachment change of an immobile device) of the MTC device is detected.  

Proposal

We propose to add requirements on theft/vandalism vulnerable optimization in TS 22.368.

Clause affected: 
· 7.2.8 Theft/Vandalism Vulnerable

**** First Change ****
7.2.8
Theft/Vandalism Vulnerable

Unlike H2H devices, MTC Devices are often employed in highly remote geographical locations or highly public locations which may increase the possibility of vandalism or theft. The network cannot prevent theft or vandalism but it can provide functionality to detect such events (e.g. monitoring movement of stationary devices). 

The theft/vandalism vulnerable system optimisations category will contain features that will result in improving the ability of the system to detect theft/ vandalism attacks to MTC Devices.

Editor’s note: The description above is moved as is from section 6.2. Further editing to make it more concise is likely to be required.

Editor’s Note: FFS: requirements need to be added for this optimisation category.

It shall be possible for the system to detect the theft/vandalism of a MTC Device when there is an unexpected change in the status of the MTC Device (e.g. change in point of attachment, change in reported UE capabilities).

It shall be possible for the system to provide warning notifications to the MTC User when theft/vandalism of a MTC Device is detected.

It shall be possible for the system to limit the services provided to a MTC Device (e.g. reduce allocated resource) when theft/vandalism of the MTC Device is detected.

**** End of First Change ****
